Contract Number 2015C-229

15-1200-21
State Auditor Number

DEPARTMENT OF EDUCATION
STATE OF SOUTH DAKOTA
CONSULTANT CONTRACT AMENDMENT #1
FOR CONSULTANT SERVICES BETWEEN

American Institutes for Research Division of Assessment and Accountability
1000 Thomas Jefferson Street NW South Dakota Department of Education
Washington DC, 20007 800 Governors Drive

, Pierre, SD 57501-2294
Hereinafter referred to as Consultant Hereinafter referred to as State .

Accordingly, Contract Number 2015C-229 is hereby amended as follows:
Section 4 is revised by adding Exhibit E:
EXHIBITS

The terms of this Agreement as may be amended.

Exhibit A — Confidentiality Agreement

Exhibit B — Budget

Exhibit C - Statement of Work

Exhibit D — Technology Terms

State of Washington Request for Proposals — MAAC RFP NO. 2014 - 09 and
Consultant’s Proposal to MAAC RFP NO. 2014 - 09 (“Proposal”), read together
7. Exhibit E — Smarter Balanced-Lexile/Quantile Linking Study

counhwnE

A
Auth®rized State Representative (Date)

Department of Education

State Agency Coding: (Center/Company/Account)
State Agency contact who can provide additional
information regarding this contract: ' an Martin 773-324
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2015C- 229 Exhibit E

Smarter Balanced-Lexile/Quantile Linking Study

The State authorizes the Consultant to embed Lexile and Quantile test items in the
Spring 2016 administration of Smarter Balanced Assessments in the State.

At no cost to the State, the Consultant will provide support that will enable the
State to link MetaMetrics’ Lexile and Quantile scales with the Smarter Balanced
English language arts/literacy (ELA) and Mathematics scales in Grades 3 through 8
and 11. To accomplish this objective, the Consultant shall execute a services
agreement with MetaMetrics to support the linking study. For the State, the
Consultant will perform the following tasks.

1. The Consultant will add 30-40 Lexile and 30-40 Quantile items in the
online test packages as additional field-test items for each of Grades 3-8
and 11 English language arts/literacy (ELA) and Grades 3-8 and 11
Mathematics .

2. The Consultant will administer these items randomly with the Smarter
Balanced items being field tested.

3. The Consultant will produce and deliver to State separate state-level data
files for ELA and Mathematics. The data file will include the attempted
tests only Each ELA and Mathematics file will include the following for
each student in the state:

Sequence number (in place of student ID)
Student grade

Student gender

Student race/ethnicity

Student ELL status -

-Student Smarter Balanced claim 1 scale score

Student Smarter Balanced overall scale score

Student Smarter Balanced overall performance level

Accommodations provided to the student for CAT .




i. Designated support/text-to-speech
ii. Accommodation/text-to-speech
iii. Accommodation/ multiplication table
e For each Smarter Balanced item
i. Anonymized unique Item ID
-ii.  Claim measured
iii. Student score point(s)
e For each Lexile or Quantile item:
i. MetaMetrics-provided Item ID

ii. Student score point(s)

All data shall be anonymized so no information that can be linked to a student will

be included in the files. No information on Smarter Balanced item content will be
included in the files.




, Contract Number 2015C-229

5=/

State Auditor Number

DEPARTMENT OF EDUCATION
STATE OF SOUTH DAKOTA
CONSULTANT CONTRACT
FOR CONSULTANT SERVICES BETWEEN

American Institutes for Research " Division of Assessment and Accountability
1000 Thomas Jefferson Street NW South Dakota Department of Education
Washington DC, 20007 800 Governors Drive

Pierre, SD 57501-2294
Hereinafter referred to as Consultant Hereinafter referred to as State

The State hereby enters into this Agreement for services with Consultant in consideration of and
pursuant to the terms and conditions set forth herein.

1. The Consultant’s services under this Agreement shall commence on September 1, 2014
and end on August 31, 2017, unless sooner terminated pursuant to the terms hereof. This Agreement
may be renewed at the initiative of the State, and if mutually agreed upon by the parties, for up to two
(2) additional one (1) year terms.

2. The State will make payment for services upon satisfactory completion of the services.
The TOTAL CONTRACT AMOUNT is an amount not to exceed four million one hundred five thousand six
hundred sixty-one dollars ($4,105,661.00). The State’s total liability for all services, including expenses,
is limited to this total contract amount. This amount may only be increased upon the written
agreement of Consultant and the State, and such agreement must specifically reference this paragraph.

3. The State will not pay Consultant's expenses as a separate item.
4. The Consultant agrees to:

a. The exhibits listed below are attached to this Agreement and by this reference
incorporated herein as if set forth in full.

b. If there is a conflict among the documents comprising this Agreement, then the
conflict shall be resolved by utilizing the following order of precedence:

EXHIBITS
1. The terms of this Agreement as may be amended.
2. Exhibit A - Confidentiality Agreement
3. Exhibit B - Budget
4. Exhibit C - Statement of Work
5. Exhibit D - Technology Terms
6. State of Washington Request for Proposals — MAAC RFP NO. 2014 - 09 and

Consultant’s Proposal to MAAC RFP NO. 2014 - 09 (“Proposal”), read together
5. The Consultant will not use State equipment, supplies or facilities.

6. The Consultant, at all times during the term of this Agreement, shall obtain and maintain in
force insurance coverage of the types and with the limits as follows:

.
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a. Commercial General Liability Insurance:

The Consultant shall maintain occurrence based commercial general liability insurance or
equivalent form with a limit of not less than $1,000,000.00 for each occurrence. If such
insurance contains a general aggregate limit it shall apply separately to this Agreement
or be no less than two times the occurrence limit.

b. Business Automobile Liability Insurance:

The Consultant shall maintain business automobile liability insurance or equivalent form
with a limit of not less than $1,000,000.00 for each accident. Such insurance shall
include coverage for owned, hired and non-owned vehicles.

c. Worker's Compensation Insurance:

The Consultant shall procure and maintain workers’ compensation and
employers’ liability insurance as required by South Dakota law.

d. Professional Liability Insurance or Miscellaneous Professional Liability Insurance:

The Consultant agrees to procure and maintain professional liability insurance or
miscellaneous professional liability insurance with a limit not less than $1,000,000.00.

Before beginning work under this Agreement, Consultant shall furnish the State with
properly executed Certificates of Insurance which shall clearly evidence all insurance required in
this Agreement. In the event of a substantial change in insurance, issuance of a new policy, or
cancellation or nonrenewal of the policy, the Consultant agrees to provide immediate notice to
the State and provide a new certificate of insurance showing continuous coverage in the
amounts required. Consultant shall furnish copies of insurance policies if requested by the
State.

7. Any notice or other communication required under this Agreement shall be in writing and
sent to the address set forth above. Notices shall be given by and to Jan Martin, on behalf of the State,
and by Vickie Brooks, on behalf of the Consultant, or such authorized designees as either party may
from time to time designate in writing. Notices or communications to or between the parties shall be
deemed to have been delivered when mailed by first class mail, provided that notice of default or
termination shall be sent by registered or certified mail, or if personally delivered, when received by
such party.

_ 8. While performing services hereunder, the Consultant is an independent contractor and not

an officer, agent or employee of the State of South Dakota. The Consultant will provide the State with
its Employer Identification Number, Federal Tax Identification Number or Social Security Number upon
execution of this Agreement.

9. Consultant agrees to hold harmless and indemnify the State of South Dakota, its officers,
agents and employees, from and against any and all actions, suits, damages, liability or other
proceedings which may arise as a result of performing services hereunder. This section does not require
the Consultant to be responsible for or defend against claims or damages arising solely from errors or
omissions of the State, its officers, agents or employees.

10. Consultant agrees to report to the State any event encountered in the course of
performance of this Agreement which results in injury to the person or property of third parties, or
which may otherwise subject Consultant or the State to liability. Consultant shall report any such event
to the State immediately upon discovery. Consultant’s obligation under this paragraph shall only be
to report the occurrence of any event to the State and to make any other report provided for by
Consultant’s duties or applicable law. Consultant’s obligation to report shall not require disclosure of
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. any information subject to privilege or confidentiality under law (e.g., attorney-client communications).
Reporting to the State under this paragraph shall not excuse or satisfy any obligation of Consultant to
report any event to law enforcement or other entities under the requirements of any applicable law.

11. The Consultant will comply with all federal, state and local laws, regulations, ordinances,
guidelines, permits and requirements applicable to providing services pursuant to this Agreement, and
will be solely responsible for obtaining current information on such requirements.

12. The Consultant may not use subcontractors to perform the services described herein
without the express prior written consent of the State. The Consultant is solely responsible for the
performance of any subcontractor. The Consultant will include provisions in its subcontracts requiring
its subcontractors to comply with the applicable provisions of this Agreement, to indemnify the State,
and to provide insurance coverage for the benefit of the State in a manner consistent with this
Agreement. The Consultant will cause its subcontractors, agents, and employees to comply with
applicable federal, state and local laws, regulations, ordinances, guidelines, permits and requirements
and will adopt such review and inspection procedures as are necessary to assure such compliance.

13. This Agreement may not be assigned without the express prior written consent of the State.
An assignment may not operate to relieve Consultant of any of its duties and obligations under this
Agreement, nor may such assignment affect any remedies available to the State that may arise from
any breach of the provisions of the Agreement, including but not limited to rights of setoff. Any
attempted assignment, transfer or delegation in contravention of this paragraph shall be null and void.
This Agreement shall inure to the benefit of and be binding on the parties hereto and their permitted
successors and assigns.

14. The Consultant hereby acknowledges and agrees that all reports, plans, specifications,
technical data, miscellaneous drawings, software system programs and documentation, procedures,
or files, operating instructions and procedures, source code(s) and documentation, including those
necessary to upgrade and maintain any software program, and all information contained therein
provided to the State by the Consultant in connection with its performance of services under this
Agreement shall belong to and is the property of the State and will not be used in any way by the
Consultant without the written consent of the State. Papers, reports, forms, software programs, source
code(s) and other material which are a part of the work under this Agreement will not be copyrighted
without written approval of the State.

15. The Consultant certifies that neither Consultant nor its principals are presently debarred,
suspended, proposed for debarment or suspension, or declared ineligible from participating in
transactions by the federal government or any state or local government department or agency. The
Consultant further agrees that it will immediately notify the State if during the term of this Agreement
Consultant or its principals become subject to debarment, suspension or ineligibility from participating
in transactions by the federal government, or by any state or local government department or agency.
The Consultant further certifies that neither it nor its principals have, within a three (3) year period
preceding the awarding of this Agreement, been convicted of or had a civil judgment rendered against
it for commission of fraud or been convicted of a criminal offense in connection with obtaining,
attempting to obtain, or performing a federal, state, or local transaction or contract or been convicted
of a violation of federal or state antitrust statutes, embezzlement, theft, forgery, bribery, falsifications,
.destruction of records, making false statements, or receiving stolen property. Consultant further
certifies that neither it nor its principals have, within a three (3) year period preceding this contract,
had a federal, state, or local transaction terminated for cause or default.

16. The award of this Agreement to Consultant is not in any way an endorsement of Consultant
or Consultant’s services by the State and may not be so represented by Consultant in any advertising
or publicity materials. Consuitant agrees to submit to the State all advertising, sales promotion, and
other publicity relating to this Agreement wherein the State’s name is mentioned or language is used
from which the connection of the State’s name therewith may, in the State’s judgment, be inferred or
implied. Consultant further agrees not to publish or use such advertising, sales promotion, or publicity
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. without the prior written consent of the State. Consultant may not in any way contract on behalf of or
in the name of the State, nor may Consultant release any informational pamphlets, notices, press
releases, research reports, or similar public notices concerning this Agreement without obtaining the
prior written approval of the State.

17. Payment will be made pursuant to itemized invoices submitted with a signed state voucher.
Each invoice must reference the Agreement number and provide detailed information in a format as
requested by the State. Payment will be made consistent with SDCL Ch. 5-26. Consultant acknowledges
that it would be difficult or impracticable for the State to provide the notice of disagreement provided
for by SDCL 5-26-5 within the ten days provided by that section. Accordingly, Consultant hereby
waives the application of that section to this Agreement.

18. The payment of any invoice by the State will not prejudice the State’s right to object to or
question that or any other invoice or matter in relation thereto. The Consultant shall promptly, but in all
cases within thirty days of notification, pay to the State the full amount of any erroneous payment or
overpayment upon notice of an erroneous payment or overpayment to which Consultant is not entitled.
If Consultant fails to make such a timely refund, the State shall charge Consultant one percent (1%)
per month on the amount due until paid in full.

19. The State is a sovereign entity, and shall not be liable for the payment of federal, state and
local sales, use and excise taxes, including any interest and penalties from any related deficiency,
which may become due and payable as a consequence of this Agreement.

20. Amounts due to the State by Consultant, including but not limited to damages, or claims
for damages, may be deducted or set-off by the State from any money payable to Consultant pursuant
to this Agreement.

21. Consultant shall maintain documentation for all work performed or money received under
this Agreement for a period of five (5) full years following completion of this Agreement. This
documentation may be subject to audit, at any reasonable time and upon reasonable notice, by State
or federal authorities.

22. Claims for payment must be submitted on an invoice within forty-five (45) days of the date
upon which the Consultant knew or should have known of the claim or forty-five (45) days after the
termination or expiration of this Agreement, whichever is earlier. If an invoice cannot be submitted
within forty-five days, then written notice and an explanation of need must be provided to the State for
consideration of an extension, which shall be in the sole discretion of the State. Failure of the
Consultant to abide by this paragraph shall relieve the State of any.obligation to pay for such claim.

23. This Agreement may be terminated by either party hereto upon ninety (90) days written
notice. In the event the Consultant breaches any of the terms or conditions hereof, this Agreement may
be terminated by the State at any time with or without notice. If termination for such a default is effected
by the State, any payments due to Consultant at the time of termination may be adjusted to cover any
additional costs to the State because of Consultant's default. Upon termination the State may take over
the work and may award another party an agreement to complete the work under this Agreement. If
after the State terminates for a default by Consultant it is determined that Consultant was not at fault,
then the Consultant shall be paid for eligible services rendered and expenses incurred up to the date of
termination.

24. This Agreement depends upon the continued availability of appropriated funds and
expenditure authority from the Legislature for this purpose. If for any reason the Legislature fails to
appropriate funds or grant expenditure authority, or funds become unavailable by operation of law or
federal funds reductions, this Agreement will be terminated by the State. Termination for any of these
reasons is not a default by the State nor does it give rise to a claim against the State.

25. This Agreement shall be governed by and construed in accordance with the laws of the
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- Stéte of South Dakota. Any lawsuit pertaining to or affecting this Agreement shall be venued in Circuit
Court, Sixth Judicial Circuit, Hughes County, South Dakota.

26. All other prior discussions, communications and representations concerning the subject
matter of this Agreement are superseded by the terms of this Agreement, and except as specifically
provided herein, this Agreement constitutes the entire agreement with respect to the subject matter
hereof.

27. This agreement may not be amended except in writing, which writing shall be expressly
identified as a part hereof, and be signed by an authorized representative of each of the parties hereto.

28. In the event that any court of competent jurisdiction shall hold any provision of this
Agreement unenforceable or invalid, such holding shall not invalidate or render unenforceable any other
provision hereof..

29. No remedy conferred by any of the specific provisions of the Agreement is intended to be
exclusive of any other remedy, and each and every remedy may be cumulative and may be in addition
to every other remedy given under this agreement, not and hereafter existing at law or in equity or by
statue or otherwise. The election of any one or more remedies by either party shall not constitute a
waiver of the right to pursue other available remedies.

30. Except as otherwise specifically provided herein, any failure or delay by either party to
exercise or partially exercise any right, power or privilege under this Agreement may not be deemed a
waiver of any such right, power, or privilege under this Agreement. Any waivers granted by the State
for breaches hereof shall not indicate a course of dealing of excusing other or subsequent breaches.
The State’s pursuit or non-pursuit of a remedy under this Agreement for Vendor’s breach of its
obligations will neither constitute a waiver of any such remedies or any other remedy that the State
may have at law or equity for any other occurrence of the same or similar breach, nor prevent the
State from pursuing such remedy.

31. The parties expressly agree that no provision of this Agreement is in any way intended to
constitute a waiver by the State of any immunities from suit or from liability that the State may have
by operation of law.

This Agreement is intended to govern only the rights and interest of the parties named herein. It is not
intended to, does not and may not be relied upon to create any rights, substantial or procedural,
enforceable at law by any third party in any matters, civil or criminal.

In witness hereto the parties signify their agreement by signature affixed below:

M/ﬂnj /2/:{’4?/ ;%/ nhon

Consultant Signagare ed State Representativé ! (Date)
Department of Education

W L lLak

Authorized™Represdjjtative (Date)
Bureau of Information and Telecommunications

State Agency Coding: (Center/Company/Account)
State Agency contact who can provide additional
information regarding this contract: Jan Martin (605) 773-3246
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EXHIBIT A
STATE OF SOUTH DAKOTA
CONSULTANT CONTRACT 2015C-229
CONFIDENTIALITY AGREEMENT

1. All program files, database schemas, software object code, software source code,
and related documentation used by Consultant to create the South Dakota Assessment
System are solely owned by Consultant and are considered proprietary to Consultant and
shall be kept confidential by the State and shall only be used by the State as expressly
authorized by Consultant in writing. These obligations of the State shall not apply to any
portion of this information: (i) which was rightfully known or becomes rightfully known to
the State without confidential restrictions from a source other than Consultant; (ii) which
was or becomes publicly available or a matter of public knowledge generally, through no
fault of the State; (iii) which is approved by Consultant, in writing, for disclosure without
restrictions; (iv) which is independently developed by the State; (v) which is generalized
know-how or skills; or (vi) which the State is legally compelled to disclose, provided that the
State has given Consultant reasonable notice and opportunity to contest such compulsive
disclosure, and Consultant requests that the information be treated as confidential.
Consultant acknowledges that the State is a public entity and thus is bound by South
Dakota open meetings and open records laws. It is not a breach of this Confidentiality
Agreement for the State to take any action that the State reasonably believes is necessary
to comply with open records or open meetings laws.

2. For purposes of this Confidentiality Agreement, “State Proprietary Information” shall
include all information disclosed to Consultant by the State or the State’s End Users.
Consultant acknowledges that it shall have a duty to not disclose any State Proprietary
Information to any third person for any reason without the express written permission of a
" State officer or employee with authority to authorize the disclosure. Consultant shall not: (i)
disclose any State Proprietary Information to any third person unless otherwise specifically
allowed under this Confidentiality Agreement; (ii) make any use of State Proprietary
Information except to exercise rights and perform obligations under the Agreement; (iii)
make State Proprietary Information available to any of its employees, officers, agents, or
subcontractors except those who have agreed to obligations of confidentiality at least as
strict as those set out in this Confidentiality Agreement and who have a need to know such
information. Consultant is held to the same standard of care in guarding State Proprietary
Information as it applies to its own confidential or proprietary information and materials of a
similar nature, and no less than holding State Proprietary Information in the strictest
confidence. Consultant shall protect confidentiality of the State Proprietary Information
from the time of receipt to the time that such information is either returned to the State or
destroyed to the extent that it cannot be recalled or reproduced.

State Proprietary Information shall not include information that: (i) was in the public
domain at the time it was disclosed to Consultant; (ii) was known to Consultant without
restriction at the time of disclosure from the State; (iii) was independently developed by
Consultant without the benefit or influence of the State’s information; or (iv) becomes
known to Consultant without restriction from a source not connected to the State of South
Dakota or its End Users.

Consultant understands State Proprietary Information is confidential and protected
under state and federal law and agrees to immediately notify the State if the information is
disclosed, either intentionally or inadvertently. If work assignments performed in the
course of the Agreement require additional security requirements or clearance, then
Consultant will be required to undergo investigation.




3. Unless otherwise provided in this Confidentiality Agreement, all data provided to
Consultant by the State or a school, school district, or student (*End Users”) and all reports
and assessments shall be solely owned by the State and will not be used in any way by
Consultant without the written consent of the State. All State Proprietary Information,
State data, and End User data provided in connection with the South Dakota Assessment
System shall be solely owned by the State. Any State Proprietary Information disclosed to
Consultant will further the legitimate educational interests of the State and Districts by
allowing the Consultant assist in the administration of assessments. State Proprietary
Information will be used only as necessary to: (a) further these legitimate educational
interests; (b) carry out an audit or evaluation of Federal- or State-supported education
programs; or (c) enforce or comply with legal requirements that relate to those programs.
By disclosing this information to Consultant, the State is in no way assigning ownership of
this information to Consultant.

4. No State property referenced in paragraph 3 will be copyrighted without written
approval of the State. In the unlikely event that any copyright does not fully belong to the
State, the State none the less reserves a royalty-free, non-exclusive, and irrevocable license
to reproduce, publish, and otherwise use, and to authorize others to use, any such property
for government purposes. :

5. For purposes of this Agreement, "disclose” or "disclosure” means to permit access to
or the release, transfer, or other communication of State Proprietary Information by any
means, including oral, written, or electronic means, to any party except the party identified
as the party that provided or created the record.

6. For purposes of the Family Educational Rights and Privacy Act (*FERPA"), State
designates Consultant an “authorized representative” pursuant to 20 U.S.C. 1232g(b)(1X(C)
and 34 C.F.R. 99.31(a)(3). Consultant shall also be considered a “school official” with
legitimate educational interests pursuant to 20 U.S.C. 1232g(b)(1)(A) and 34 C.F.R.
99.31(a)(1)(i)(B). Consultant and the State shall comply with the provisions of FERPA in all
respects. Nothing'in this Agreement may be construed to allow either party to maintain,
use, disclose or share personally identifiable student information in a manner not allowed by
state or federal law or regulation.

If any personally identifiable student information is disclosed to Consultant as part of
its work under the Agreement, this information shall be included in the definition of State
Proprietary Information. The personally identifiable information which may be necessary to
disclose to Consultant under this Confidentiality Agreement, for legitimate educational
interests, may include the following Student Name, Student Identifier, Gender,
Race/Ethnicity, Grade, IDEA Indicator, Limited English Proficiency Status, Section 504
Status, Title I Targeted Assistance Participation, State, District Number, District Name,
School Number, School Name, and Test Responses. By disclosing this information to
Consultant, the State is in no way assigning ownership of this information to Consultant. No
other personally identifiable student information will be disclosed to Consuitant.

7. Consultant may only use personally identifiable student information for purposes of
fulfilling its duties under the Agreement. Consultant will abide by the security standards of
this Confidentiality Agreement to protect this information in such a manner that it will be
disclosed only to Consultant staff whose duties under the Agreement specifically require
them to have access to this information. Under no circumstances shall Consultant disclose
personally identifiable student information to any other person. Under no circumstances
shall Consultant disclose any other information to any other person which would allow
individual students to be directly or indirectly identified. Consultant will return or destroy all
State Proprietary Information, in any form, by August 31, 2017 or upon the earlier



termination of its duties under this Agreement. Consultant will provide the State with
affidavits to this effect upon request of the State.

8. Consultant and the State shall identify at least one authorized representative or data
custodian from their respective agencies who shall be responsible for processing and
responding to data requésts from the other party.

9. All Consultant employees, officers, and agents with access to the State Proprietary
Information must acknowledge that they are aware of and will abide by the provisions of
this Confidentiality Agreement. Consultant agrees to remove any person from performing
work who has, or is suspected to have, violated the terms of this Confidentiality Agreement.
All persons receiving confidential information of Consultant or State Proprietary Information
must acknowledge in writing that they have received and will abide by the provisions of this
Confidentiality Agreement by signing the Certification below.

10. The parties will enforce the terms of this Confidentiality Agreement to its fullest
extent. The parties agree to remove any person from performing work under this
Agreement that has or is suspected to have violated the terms of this Confidentiality
Agreement.

11. Violation of this Confidentiality Agreement is cause for immediate termination of this
Agreement and could subject any violator to criminal prosecution in accordance with state
law. No remedy conferred by any of the specific provisions of this Agreement is intended to
be exclusive of any other remedy, and each and every remedy may be cumulative and may
be in addition to every other remedy given under this Agreement, not and hereafter existing
at law or in equity or by statue or otherwise. The election of any one or more remedies by
either party shall not constitute a waiver of the right to pursue other available remedies.

12. Neither this Confidentiality Agreement, nor any part thereof, shall establish any
privacy rights to, for or on the part of, any employee of the Consultant or State or waive
any remedies against any such person for illegal, improper, or unauthorized use of the
computers or any computer system or portion thereof. ‘

13. Consultant agrees that, when directed by State, it will provide a full data extract of
all State data collected during the Agreement period to State via electronic media within 10
days of State’s written request. Consultant reserves the right to download data for
maintenance and backup purposes only during the Agreement period and it shall be
maintained subject to the requirements of this Confidentiality Agreement.

14. This Confidentiality Agreemént shall be governed by and construed in accordance
with the laws of the State of South Dakota. Any lawsuit pertaining to or affecting this
Agreement shall be venued in Circuit Court, Sixth Judicial Circuit, Hughes County, South
Dakota.

15. CERTIFICATION: I, \_/ vleve L. " Beoolks  have read this
Confidentiality Agreement and agree to abide by its terms.

Dated this _Sh__ day of_w_f_l 20_/.{ | |

\/
Recipient



Certification of additional parties’ agreement to abide by this Confidentiality
Agreement between Consultant and the South Dakota Department of Education.

As a Consultant employee, I have read and understood this Confidentiality Agreement and
will abide by its terms and conditions.




2015C-229 - Exhibit B - Budget

South Dakota Pricing Summary

Yearl
{2014-2015)

Year 2
{2015-2016)

Year3 .
{2016-2017)

Total Contract
Period

Admin

550,368.00

550,368.00

550,368.00

1,651,104.00

Scoring

714,332.47

728,619.12

743,191.50

2,186,143.09

Reporting

7,560.00

7,560.00

7,560.00

22,680.00

Smarter Balanced 3-8,11 Admin, Scoring & Reporting Total

1,272,260.47

1,286,547.12

1,301,119.50

3,859,927.09

Braille

Removed

Removed

Removed

LP

Provision for Printed Test Forms

9,882.79

10,080.44

10,282.05

30,245.29

Accomodations Total

9,882.79

10,080.44

10,282.05

30,245.29

Ancillary Materials Total (online only) 9,000.00 900.00 900.00 10,800.00
Interim Assessments - - - -
Technical Reporting 21,046.19 21,046.19 21,046.19 63,138.57
Data Forensics Analysis 15,000.00 15,000.00 15,000.00 45,000.00
Inventory of Student Reponses and Supporting Documentation 4,000.00 4,000.00 4,000.00 12,000.00
Digital Library 250.00 250.00 250.00 750.00
Advisory/Committee Meetings 27,000.00 27,000.00 27,000.00 81,000.00
Achievement Level Setting - - - -
IHE Reporting 2,800.00 - - 2,800.00
Other Total 79,096.19 68,196.19 68,196.19 215,488.57
South Dakota Grand Total [ 1,361,230.45 ] 1,364,823.75]  1,379597.75 |  4,105,660.95 |

First Renewal
{2017-2018)

Second Renewal
{2018-2019)

550,368.00

550,368.00

758,055.33

773,216.44

7,560.00

7,560.00

1,315,983.33

1,331,144.44

Removed

Removed

900.00 900.00

21,046.19 21,046.19
15,000.00 15,000.00
3,000.00 3,000.00

250.00 250.00

27,000.00 27,000.00
67,196.19 67,196.19

[ 1,383,179.52|  1,398,340.63 |




2015C-229 - Exhibit C - Statement of Work
Scope of Work
R1: S

=
14 Smarter Bal d
online testing

AIR Project

anning D

/AIR Project Management/Planning Documents:
-Field Test Summary (Smarter-Provided)

Receive and validate Smarter-provided item banks
and test maps for testing, including all Smarter-
provided tagging.

Receive and vafidate Sr
|embedded field testing

and types of items

Configure test delivery system to deliver EFT ftems

21A

218

separate stand-alone SOW. Only the following states,
which expressed interest in administering these
assessments will receive this documentation.

(ID, WV & UsV1)

elsewhere. AIR will work with DOE and Smarter
Balanced to ensure data can be delivered accoring
to Smarter Balanced specifications.)

DOE makes revisions as allowed

to Smarter-provided sp (DOE reviews below in UAT) 21B
(Al data will be retumed to states. AIR's delivery

to States will include student responses to EFT

items necessary for rubric validation, range finding,

scoring, data review, equating, etc. covered 218

when it is provided) including NeoSpeech voice pack ("Julie”) by Smarter Balanced 24C
'Smarter protocols will determines
authorization fevels for Print-on- 210
Demand, Braille-on-Demand, or o
Large Print formatting (onfine)
Configure Student Registration and Test Delivery
Y to Smarter Specifications for al Smarter
tooks, m._vhnaﬂ, and (DOE reviews below in UAT) 21¢
with State-selected options
Smarter-provided P/P op form 21Ci
for each grade/subject (consumable booklets) T
AIR wilt incorporate custom cover page and state |DOE identifies requirements for
specific cover provided by DOE. custom cover page and state- 21.Ci
specific cover art
_mu:._m, operational test forms for scannin: DOE approves
14 P/P Braille Forms (WA, iD, WV only) Braille the Smarter-provided P/P forms DOE reviews
Revised and finalize base P/P Braille forms DOE approves
14 P/P Large Print Forms (WA, ID, and WV onl Prepare base P/P Large Print forms DOE reviews

Revised and finalize base P/P Large Print forms

(See Row 112 below to receive orders for P/P
Braille and Large Print Forms)

DOE reviews and approves

Review list of assistive devices supported

{Forward requests for new assistive

devices

Consider adding support for new devices (not
currentt orted) in future releases.

14 Practice Tests

langua
Receive Smarter-provided practice tests and
i ancillary . ing answer
keys, scoring rubrics, sample responses,
performance tasks, classroom activities, and
guidelines.(gradeflevel and content area

UA

DOE selects Smarter or state-
provided practice test

[All Smarter AIR's systems are to DOE

available needed languages but AIR does not deacti as inSB 24Civ
doing this. Guidelines.
Configure TIDE and TDS to offer selected {DOE reviews and approves below 2 v

21D

Practice Test UAT

DOE reviews and approves

21D

Deploy selected practice tests
Practice tests will be available throughout the
entire school year.

21D
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R Sm: g

DOE selects Smarter or state-

Training Test UAT

6 Grade Band Training Tests tests (grade band and content area combination) provided training test 21E
DOE reviews and approves 21E

Test Delivery System (TDS)

De selected fri

Provide evidence AIR T

specifications (as long as a realistic certification
process is provided. Smarter currently does not
have a certification process). User Acceptance
Testing (UAT) will provide DOE opportunity to
verify cotrect item rendering, accommodations
functionality, item scoring procedures and overall
score ion, etc.

DOE reviews and approves

21F

TDS Specifications, All Operational Smarter Tests

Complete TDS Test Specifications based on
Smarter Balanced, common MAAC, and state-
specific specifications

Common Across MAAC:

-- Deployment instance for OP

-- TDS Configs (pause rules, etc.)

- TA ability to set test settings

— Other TA configurations {(e.g., ime between
refresh)

~TDS Monitor

— SIRVE (Secure Item Review Viewing
Environment)

— Smarter and State Specific Testing windows

DOE setects options from TDS
specification document that can be
unique by state; reviews and
approves

21F

TDS Specifications, Alt interim Smarter Tests

Common Across MAAC:

— Deployment instance for Interim
--Skin

— TDS Configs (pause rules, etc.)

-- Other TA configurations (e.g., time between
refresh) :

—TDS Monitor

- SIRVE (Secure ltem Review Viewing
Environment)

Unique By State:

- TA ability to set test seftings
—Testing windows

DOE selects options from TDS
specification document that can be
unique by state; reviews and
approves

24F

Configure TDS

of test

and supported by Smarter Balanced.)

AIR Diagnostic Tool with the DOE Reviews 21H
requirements established by Smarter Baianced.
Publish "Supported Operating Systems and .
Recommended Specifications” DOE R 21H
Deploy AIR diagnostic tool. {Note: Smarter
Balanced Technology Readiness Tool is provided 21H

(See Row 92 for more details on guidelines and

Provide state-branded secure browser for
|desktops and AIR branded secure browsers for

21H

TIDE, TDS & ORS

Secure Browser mobile devices and Chromebooks, consistent with | DOE reviews 211
Proposal. Provide evidence browser meets
Smarter specificati

; DOE provides user roles specific to
N:”M of MAAC User Roles/access to specific systems the state, consistent with Smarter 211
nctions Batanced recommendations

Coordinate across MAAC and recommend master |DOE reviews, comments and 2410
set of user roles approves o
Finalize and configure user roles applicable to 211
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Follow security plan presented in proposal; update
as necessary in consultation with DOE DOE reviews and comments
Monitor security of test cantent and student data;
report any breaches in accordance with the
contract requirements identified in the proposal
[Work with state to create a MAAC common DOE will provide a list of
student data file layout and a MAAC common districts/complex areas and 214
score file layout that conforms with Smarter schools, as well as test o
o~ N Balanced coordinators to add to TIDE
file layouts, data flows and data rep Work with DOE and technology representatives to
determine the data flows, sources, transfer 2144
process and frequency
Test data flows DOE reviews and approves 2.1
Draft TIDE specifications for test settings
developed based on Smarter Balanced, common
MAAC,
Across MAAC:
-- Deployment model
- Data transfer format
~Data transfer frequency
—Student demographics collected
--Demographic codes
—Skin
—User roles
e . . —Admin Features . "
TIDE Specifications, section on test settings Manage Users configuration DOE reviews and comments 24.Jii
--Orders (Process)
—Manage Rosters
--General Resources
Download Voice Pack
Download Forms
—Test Improprieties/appeals
State Specific:
~Orders
Paper/Pencil forms
Braille Forms
(See below for common MAAC processing of 210
S AJE
aper/pencil testing
Work with state to define a MAAC-common
process for creating and re-opening test sessions L
as needed or ox.._hm&:m test &.:aaim due to DOE provides input 214
unforeseen circumstances.
Provide a testing interface containing the features
{desoribed in section 2.1.J.iv of the proposai. (DOE reviews below in UAT) 24Jiv
Confer with Smarter and DOE to consider adding B N
enhancements in future releases of AIR and Open UO:M aozanozowaacmaw for 24Jiv
Source systems ennancem:
Operate monitoring system to detect system ervors
Ervor Logs and will make all reasonable effort to fix errors DOE reviews error log 21Jiv
Administration of Common MAAC components Deploy and configure hardware 21X
Deploy and configure TIDE, TDS, and associated
systems
21K
Load Test Packages 1K
Internal Testin; 1K
Conduct UAT DOE reviews and approves 1.K
Correct issues identified in UAT DOE confirms 1K
Lock down 21K
DOE determines ELA and Math
Administration Windows fest windows fofovang Smarter 24Ki
specifications
Launch 21K
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Scope of Work
YEAR1; S

TAM, all Smarter sections COMMON
'TCM, all Smarter sections COMMON

Receive Smarter-provided TAM and TCM.
Review with MAAC states to identify errors and

Field Support 8-10 page, state specific Administration Guide report them to Smarter DOE Reviews 21K
8-10 page, state specific Coordination Guide
Incorporate State Specific cover art if required
DOE provides cover art 21K
M%ﬁmﬁ modular Table of Contents (TOC) for DOE reviews and approves 21K
Insert Cover Ast and Cover DOE reviews and approves 1K
Prepare draft, excluding state-specific sections DOE reviews and approves 1K
Revise and finalize DOE reviews and approves 1K
(see tasks below fo complete state-specific 21K
sections of TCM and TAM s
Post electronic versions of TCM and TAM (PDF) 21K
Prepare draft 8-10 page state-specific
Administration Guide and 8-10 page state-specific |DOE Reviews 21K
Coordination Guide
Revise and finalize DOE approves 2.1.Kil
Receive requests for printed copies of TCM/TAM
and state-specific Administration and Coordination 21K#
Guides; print and deliver and charge requestors. e
Set up 800 number and email address for each
Operations Support (Tier 1 Help Desk) state/Jurisdiction. 21K
Technical Support (Tier 2/3 Help Desk) Help Desk information will be posted on each s
state/jurisdiction portal
Revise FAQs DOE reviews and approves 2.1 .Kiiiifiv
Help Desk will be available 1 month prior to the practice AIR provides and trains Help Desk staff
test opening and a minimum of one month after the
'Smarter Balanced summative testing closes. 2.1 Kiiifiv
Monday through Friday during normal school hours o
within the jurisdiction plus 2 hours before and after the
school day (nominally 6:00 a'm. to 5:00 p.m. local time)
|Provide a minimum of two points of contact from
State/Jurisdiction specific project team, including
State/Jurisdiction identified project manager, who
will be available to answer and respond to 2.1 Kiitfiy
assessment related questions.
Receive, solve, escalate, and log aft inquiries, and [Address inquiries requiring DOE 2.1.Kiiifiv
Mmam.n FAQs response o
Training Technical Specifications Manual Show MAAC states Smarter-Modified, 9 online  [DOE reviews and approves existing
training modulesfutorials, 3 User Guides, 7 cowrses. If ncessary, DOE
b 1 Technical Manual, 1 |provides state-specific information
TAM and 1 TCM that can be used across Smarter |required for Smarter Training 21Ky
states Modules. Additional sections on T
State-specific tests (if any) is
covered on State-Specific scope of
Work
1 user guide per system (TIDE, ORS, TDS) Coliect comments from all MAAC states to get
suggestions for customization to final MAAC-
common version. Address how schools and TAs 21Ky
will have access to the Classroom Activity and
i of Task.
TA Training/Certification course Produce MAAC-common versions for approval.
(May be augmented to include information on State- By state, cousse can be configured to require
Specific assessment. See State specific SOW) {completion before being allowed to administer
- of .o._ao.:ao of state- DOE reviews and approves 21Ky
q
TAM, all Smarter sections For TAM and TCM, produce with state-specific
covers, (DOE provided if required.) TOCs, and
placeholders for state-specific modules DOE reviews and approves 21Kv
DOE makes State Specific updates to TAM and
TCM.
TCM, all Smarter sections _m_‘mmomm modular TOC for state DOE reviews and approves 1Ky
Individual State/Jurisdiction portal *:lﬁm: Cover Art and Cover DOE reviews and approves 1Ky
Prepare draft, state-specific sections DOE reviews and approves 1 Kv
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Provide camera-ready sections of
TAM and TCM for insestion {see

specifications

Tasks below if creating camera 2.1.Kv
ready sections is included in State-
specific tasks)
Revise and finalize TAM and TCM DOE reviews and approves 21.Kv
Shared informational brochures For brochures, produce with state-specific
ittes within ified | (See below
>FAQ for District’Comptex Administrators for any task to create/modify brochures for state-
>FAQ for Technology Coordinators specific tests)
>FAQ for Test Administrators DOE reviews and approves 21Ky
>FAQ on Online Reporting System
>FAQ for Online Testing System (ORS)
>FAQ for TIDE
>FAQ for Online Reporting System
ﬂuﬂowm cutline for Smarter portion of Training DOE reviews and approves 21Kv
inar
”s“:%:mﬂﬁﬂmﬁﬂ”%om %Zowsﬂbona DOE reviews and approves 21Kv
WF“.MM Hi finalize State Specific Sections of TAM DOE reviews and approves 24Ky
Webinars: Deliver Webinar live once in each state, and record
>Webinar for District/Complex Administrators for future use in that State.
inar for Technology Coordit When i occur is d by i
>Webinar for Test Administrators state/jurisdiction
>Webinar on Online Reporting System (ORS) DOE reviews and approves 21Ky
Webinars include information on the folowing:
> Online Testing System
> TIDE
> Online Reporting System (ORS)
'Smarter Training Modules: Smarter Training Modules will be posted on each
>What is a CAT State/Jurisdiction Portal
>Performance Task DOE P State Specific i into
A illity and A the Training Modules (if required)
>Universal Tools DOE reviews and approves
>Tech Readiness
>TA Interface
>TIDE
>Test A Training
{See below If there are state-specific tests,
incorporate into broader webinars covering
Smarter and other state tests)
21Ky
Retake Administration (WA and ID Grade DOE determines state specific
11 for exit exam ) | il states will provide AIR with the appropriate online retake opportunity 21Kni
up-to-date testing windows) {administration windows, which will e
be supported by the item pool
21 Kvi
Launch state specific retake administrations 2.1.Kv
Paper/Pencil (WA, HI, SD) Receive Scannable blueline-ready, single fixed
(WA - 24,000 (Grs 3-8 & 1) (Prior to contract execution, AIR will insert the contract |form for each content area of grades 3-8 and high . N
Hi- 10 (Grs 3-8 & 11) quantities for WA,) school from Smarter Balanced DOE provides 21.Kvii
SD-100(Grs 3-8 & 11) Blueline will be PDF d and
b e
Braille (ID, WA, WV) Configure TIDE to accept P/P ordering and
ID-2 (Grs3-8&11) approval (see task 2.1.J.i) 2.1 Kl
WA - 10 (Grs 3-8 & 11) e
WV-3 (Grs3-8&11)
Large Print (ID, WA, WV) Create custom cover pages with state-specific
1D - 10 (Grs 3-8 & 11) PIP Testing Materials, including test materials and all  |cover art and scanning marks DOE reviews and approves cover 21K
WA - 35 (Grs 3-8 & 11) associated shipping and processing materials pages R
WV -16 (Grs 3-8 & 11
Review PDFs of Bluefines for each grade 3-8 and
High school with state-specific cover pages
DOE reviews and approves 2.1.Kvii
Print paper/penci tests i RFP or modified
ities and to RFP ificati i L 21K
scannable and human-readable codes to support T
document tracking
Shrink wrap and package materials in boxes and
with labels, packing fists, and return boxes to RFP 2.1 Kuii
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Scope of Work

—

% sl
Ship to schools/districts via traceable carrier

Receive and ort helpdesk inquires

| Pickup all materials via traceable carrier

Log in all returned boxes of test booklets,
ioritizing materials to be scored

Scan

fmplement a method to bill and coftect payment
directly from districts for paper testing (WA only)

DOE and AIR set paper/pencil
testing fee

2.1 Kvit

Generate Missing Material Reports and follow-up
with schools/districts that did not return afl of their
secure materials.

DOE reviews

2.1 Kvil

SFTP Alert Site

Create a secure FTP site to post student test
papers with alerts

DOE confirms access

2.1 Kviii

Alert Tool - Common Across MAAC

Configure Alert Tool to scan text responses for
each student record for the presence of MAAC
jurisdictions’ approved target words and phrases
and route to handscoring

MAAC provides target words and
phrases

2.1 Kwiii

identify alerts as they occur during handscoring

DOE reviews and takes action

2.1 Kiii

Data Forensics

Configure systems to collect data and provide
analysis as described in proposal.

2.1 Kuviii

Produce forensics reports.

Provide cost estimate (if any) and provide
data/analyses

DOE reviews and takes action

2.1 Kviil

DOE requests additional forensic
data or analyses

Record Reconciliation

Provide Data iliation p d
[ method, validation specificati file
layout, and data exchange frequency {(weekly, daily;

{up to once per day]).

DOE reviews and approves

State reviews student data fie la

DOE reviews

2.1.Kix

AIR wifl capture the student demographic data AT
THE TIME OF TESTING and that is what will be
included in the data file we send to client at the end
of the window.

Satates may make edits student data using
automated data fite uptoads and/or using TIDE
(with CSV files or individual records) up until testing
ocoures.

DOE reconciles

21Kix

Post files to SFTP

21.Kix

Scoring

Configure for machine-scoring of items with explicit
rubrics

21.Kx

Test and confirm

2.1.Kx

Handscoring specifications

Prepare handscoring specifications that meets
‘Smarter requirements, covering training,
agreement rates, condition codes, process for

ling alerts, QA (i 1 ion on how
to handle 15% double reads, 5% validity), scoring
process reporting, and security

DOE reviews

2.1.Kx

Test handscoring system and data flow between
AIR and Measurement Inc. {M1)

21Ky

Receive all scoring materials from Smarter,
including training, qualk and validity papers

Measurement Inc. (MI) will recruit, qualify, and
assign scorers

21Kx

Provide cost estimate (if any) and revise plan
below

DOE requests variation from
scoring plan in Proposal

Scorers assign primary and 15% secondary
scores, with 5% validity papers

DOE may participate and provide
feedback during the scoring window |

2.1.Kx

Monitor inter-rater refiability and provide reports

DOE reviews stafistics

2.1Kx

Resolve non-adjacent primary and secondary
scores

21Kx

Complete Scoring

21.Kxi

Flow hand-scores to DoR

2.1.Kx

Operational Psychometrics

AIR Project

-QC Specifications
-Scoring Engine Specifications
-Test Specifications (Smarter-Provided)

D
9
-Analysis Specifications (Smarter-provided)

Confimm correct Import Smarter Balanced bank
item parameters, both within grade and vertically
linked parameter estimates, along with all other
attributes of the Smarter Balanced items.

21.Kx

Use simulated test administrations to test and
verify the performance of all scoring and reporting

2.1 K
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series of quality assurance (QA) reports on item
statistics, blueprint match rates, and item exposure
rates
Smarter rules to obtain Smarter scores DOE reviews 2.1 Kadi
Use software requested by state to calibrate test | DOE specifies software in 2.1 Kl
items for Smarter Balanced consultation with Smarter i
Review issues 2.1 K.xi
Technical Reports TOC and Smarter Sections
2.t K
provide evidence of validity of content
validity/alignment, comparability across FARS )
accommodations, and predictive validity for interim
assessments.
(See below to incorporate state-specific sections 24K
of ical report) T
Incorporate Smarter-provided Sections of
Technical Report, with state-specific results if DOE reviews 2.1 Koxi
necessary-
Revise if
Vise H necessary DOE reviews and approves 2.1 Kxil
Produce an electronic vession (PDF) and six bound 21K
copies of the technical report .
Draft MAAC Common reporting requirements -
Reporting (Summative) Reporting Specifications using AIR’s reporting system (ORS) for Smarter MAAC collaboration 2.4.K i
summative assessments
Create ORS specs, including when scores are N
released to ORS MAAC review 2.1 Kxiii
Create ORS mock-ups MAAC val 2.1 Kb
Conduct ORS UAT DOE_reviews and approves 2.1 K.xiii
Deploy ORS
2.1 Kxiii
Release results in ORS 2.1 Kxii
Collaborate with the state and representatives of
(511 Reports to institutons of Higher Education (HE) (115, \HE o establsh business fies fr 4@ 100E: reviews and approves 2.1 Kxfi
included
IHE Report Mock-up in ORS DOE _reviews and approves 2.1. K.l
Provide electronic copies (link) to final reports DOE re and -vvaﬁm 2.1 Kl
ﬂﬂi .ww?x.m...lr. wtl.n{«.u!n 1:#28!1 aﬁmalﬁ‘wmm.&:ﬁl:ﬁouoﬁg zﬁsbon-&ﬁ&! | g Ralc T
ssigh full color mookaps of DOE: L 2K
Create lext appearng on DOE aj LR K
<z iSend for DOE review. /| DOE reviews and 21K
g!ngaala.mx»ismunin . PR L
. = __|duwioniwDoE DOE dpproval P B
Esmawgéueﬂaeﬂzﬁ.umavsg e : e L PG e
iggﬁlﬁaﬂuﬂﬁi !aoﬂ.snauv Sonden e :
i - ip L o 20K
Provide individual Onéine ISRs for each 2.1 Kdii
LK il
assessment
Deploy Secure item Review Viewing Environment L
Appeals (SIRVE) 2.1 Kodi

Page 7of 9
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Scope of Work

,w e 7
sl gl Kl & A T i i st n ,;mmnm.mwvw i
%.oU:MuEm MAAC-common appeals module of DOE provides input 2.1 Kl
Authorized users submit appeals in TIDE and the
DOE reviews the appeal request for further action [DOE reviews 2.1.K.xiii
[Enma the resuits of approved appeal requests
through the TIDE system
2.1.K.xii
= e ‘ : ety B il T F 25l : e
and validate Smartet-provided item banks y .
Smarter Balanced Interim Assessments for Math/ELA  |and test maps for Interim Block and 4 Wdentfy wam;m” ”Mo.u__-m:am L 22

grades 3-8, 11 Clone Interim g all Smart:
rovided tagging.
" . = 7 1Draft MAAC-common reporting requirements using
- . . AIR's reporting system (ORS) to contain
everything that Smarter reports include for Smarter
_{interim assessments, including business rules for
assessments with pending handscoring. 22
AIR will provide resource materials and training to
aid in the hand scoring of interim assessment
items

and associated windows

UAT of Interim Assessments MAAC reviews and approves 22
Deploy selected Interim Assessments in test

delivery system and Hand-Scoring module. 22
Create ORS specs, including when scores are 22
released to ORS -
Create ORS mock-ups. MAAC reviews and approves 22
Conduct ORS UAT 22
Deploy ORS 2.2
Open Interim Windows 2.2
Provide User Support for Interim Assessment
delivery and teacher hand-scoring. HelpDesk staff
will be able to address questions for interim
assessments.
22
Release results in ORS 2.2
| Smariér Balanced B CibraryilK-1 e i e ; Siiiinbe i L TR
Stnarter Balanced Digital Library Identity proposed users for the
Digital Library and identify source of 23

user information, if different from
current sources to populate TIDE

Arrange with Smarter Balanced to allow users to
access to Smarter-hosted Digital Library using a

single sign-on. Depending on Smarter decisions,
this may require state users to login separately to 23
the Digital Library or may afiow for single sign-on
with AIR systems and the Digital Library.

Update HelpDesk training and intemal FAQ to
support user requests for login/password access to
the Digital Library. Training on functionality for the
Digitial Library is not specifically included, afthough
AIR will make best efforts to provide support

23

Full List of Po. Major Tasks included Below
(List State Specific Tests Here), including those built (Inapplicable tasks will be deleted and remaining
with Smarter Balanced ltems tasks will be expanded with subtasks to create
each State's Scope of Work)
import items 25
Create/Receive Blueprints/Test Specifications/item
Wiiting Guidelines (if required) 25

25
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Scope of Work

Ll =

; _ cluding Committee and DOE

TDS Specifications, State-Specific Tests reviews {If required)

TCM, State-specific sections Create Test Forms/Adaptive item Pools 25
Review TDS and TIDE Specifications for State-
Specific Tests DOE selects and approves 28
Create state-specific sections to TCM and TAM | DOE reviews and approves 25
Conduct UAT for State-specific assessments DOE determines Test Windows 25
Provide additional training 25
Administer State-specific assessments, including 25
Field Support -
State Specific P/P 25
State Specific Access/Accommodations 25
Braille/Lasge print -
Hand scoring 25
Rubric Validation 25
Range finding 25
Data Review 25
Standard Setting 25
Online Reportin: 25
Paper Reporting 25
Psychometrics

Technical Report, State Specific Sections Technical Report 25
State Specific: Advisory Panels 25

1P S 5 ; g m — SRS = > T 5

Prepare draft calendar with AIR-tequired dates on

Master Project Calendar/Schedule, updated as required (interrelated tasks (e.g., receiving Smarter test 31.C

ackages)

Provide DOE staff with timely updates about
project activities and progress toward project goals | DOE collaborates 31C

Issues Log updated weekly 3.1.C

Weekly fist of issues needing resolution with the required [ Alert DOE to issues requiring resolution and notify

ion dates as y to meet project 1 DOE in advance of any changes or potential

changes that may affect the administration of the
Smarter, EOC and State Specific DOE 31c
from any perspective

Project status reports that document progress on key  |Conduct Weekly Telephone Calls and Annual

i isi and iption of any next steps ing Meeting (Ori i ing); attend -

necessary to resolve major issues additional meetings in Hawaii upon request by DOE participates 310
DOE

AIR Project ing D intain a secure tool to

-Project implementation Plan share and provide version control of documents

-Administration Summary between AIR and DOE {e.g., KnowledgeTree)

-Special Versions Summary

-Ancillary Abstract

-Packaging Specifications

-Receipt Specifications

-Scoring Specifications 31.C

-TIDE Specifications

-TDS Specifications

-Online Project Portal Specifications

-Online Reporting Specifications

-Committee Participant Payments
Note preferential or other changes in DOE request

. . o DOE executes contract

Future Scope Changes (if needed) and draft scope {time and money) lications modification for desired changes 31

Implement funded scope changes DOE reviews and approves 3.1
. . 2 day meeting; 10 DOE staff, 10 State DOE requests who attends and
Kick Off Meeting Participants, 4 AIR Staff when needed 31
™ T YR T e Fie g s i e 5 =5 sy

AIR establishes fees associated with testing DOE provides list of eligible private

Testing Private School Students schools Not part of RFP
AIR adds schools as eligible to test m_ﬂcﬂmwc.” and approve requests from Not part of RFP
AIR bills each Private School Not part of RFP
Upon Payment students will be allowed to test. Not part of RFP
Provide access to training, interim and summative
assessments, digitial library, and onfine reporting. Not part of RFP
Ensure Private School testers results are removed
from State Aggregate data Not part of RFP
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e - s ol U L4 i - e el o E&
f B e g G i
Sl o
ol ! i =
..m:!.fm%%&%&-ao:n_zoom!!ﬁan&a« Recsive and validats Smarter-provided item banks
online testing and test maps for testing, including all Smarter-
Smarter Balanced Summative Assessmment provided tagging. 21A
[AIR Project Management/Planning Documents:
Test Specifications (Smarter-Provided)
(AR Project Management/Planning Documents: Receive and validate gﬁigqﬁ DOE reviews summary of number - 218
-Field Test Su (Smarter-Provided) embedded field testing and ofiterns T
(Configure test delivery system to deliver EFT oM | 10,2 1y, iguys betow in UAT) 218

to Smarter-provided

inchsding NeoSpeech voice pack ("Julis”)
Large Pri rint formiating (online)
Configure Shudent Registration and Test Delivery
mésmgw%:w‘o«n-m:ﬂi
universal . .

tools, designated E%RR and accommodations, |{DOE reviews below in UAT) 21¢

with State-selected options

Recoive Smarter-provided PIP operational form for

sach gradefsubject (consumable booklets) 21.Ci

AR will incorporats custom cover page and state | DOE identifies requirements for

specific cover provided by DOE. custom cover page and state- 21Ci

| specific cover art

Format i test forms for scanning DOE approves 2.1.C.i
14 P/P Braille Forms (WA, H!, SO, 1D, WV onl Braile the Smarter-provided P/P forms DOE reviews 1.Ci

Revisad and finalize base P/P Braille forms DOE approves .1.C.it
14 P/P Large Print Forms (WA, ID, and WV onl Prepare base P/P Large Print forms DOE reviews .1.C.ii

Revised and finalize base /P Large Printforms. | o o Y

{See Row 112 below lo receive orders for P/P 21.Gii

Braille and Large Print Forms) o

Review list of assistive devices supported Forward requests for new assistive 21.Cii

Consider adding support for new devices (not 21.Cii

cu su ) in future releases. -1.C

-
y N AIR's systems are configurable to deactivate un-  |DOE identifies languages to be

A Smartar Balancad and " lneeded but AIR does not recommend | dsactivated as described in SB 2164

available doing this. Guidelines.
oﬂ.@:a TIDE and TDS to offer selected

—Sﬁ.«oﬁ!o«:g.u!:vtqomve&or DOE selects Smarter or state- 210

DOE selects Smarter or state-

provided training tost
Training Test UAT DOE reviews and approves
‘selected training tests Z1E

i 1Test] . e e e e e z : L PR




Test Delivery System (TDS)

Provide evidence AIR Test Engine zﬁcﬁw.:n;!

DOE reviews and approves

TDS Specifications, All Operational Smarter Tests.

— Smarter and State Specific Testing windows

TDS Specifications, All interim Smarter Tests.

[Common Across MAAC:

— Deployment instance for Interim

--Skin

TDS Configs (pause rules, etc.)
05!4)83.65503A ., ime between
refresh)

—~TDS Monitor

— SIRVE (Secure item Review Viewing

=
Confirm testing counts 216
Determine heipdesk staffing and afiocation of test 2.1
8) fesources
Provide in m ment 216
o

mao:?!m.uo::loc  requi uirements are to be

e e e e R R i
a
™ a o file

a ith Smarter Bal

N )

file tayouts, data ) Work with DOE and technology represetatives to

determine the data flows, sources, transfer process
and frequency
Test data fows




Draft TIDE specifications for test settings
developed based on Smarter Balanced, common
MAAC,

TIDE Specifications, section on test settings _Manage Users configuration DOE reviews and comments 2100

Download Forms
—Test Improprieties/appeals
State Specific:

~Orders

Paper/Pencil forms
Braifle Forms

(See below for common MAAC processing of 21,
1/ testing) T
Work with stats to'define a MAAC-common
process for creating and re-opening test sessions e
as or g test wir due o DOE provides input 2.4
unforeseen circumstances.
Provide a testing interface containing the features
described in section 2.1...iv of the proposal. (DOE reviews bslow in UAT) 21Jiv

Confer with Smarter and DOE to consider adding
jenhancements in future releases of AIR and Open
Sowrce systems

Operate monitoring System to detect System sTors

DOE identifies requasts for 21div
anhancements

DOE reviews eror log

Depioy and configure TIDE, TDS, and associated 24K
5)
Load Test Packages
Internal Testing
Conduct UAT ]DOE reviews and approves
Corract issues identified in UAT DOE confirms
Lock down K
DOE detarmines ELA and Math test!
| Administration Windows windows following Smarter 21.Ki
Launch 2.4 Ki
TAM, all Smarter sections COMMON Recsive Smarter-provided TAM and TCM. Review
TCM, all Smarter sections COMMON with MAAC states to identify errors and report them
Fleld Support 8-10 page, state specific Administration Guide to Smartar DOE Reviews 21.Kii
8-10 page, state specific Coordination Guids

Incorporate State Specific cover artif requs DOE pravides cover art 21.Kii
Propose modutar Table of Contents (TOC) for state

DOE reviews and approves 21.Ki
21.Kii
21Kii

Revise and finalize DOE reviews and approves 2.1.Kii
(ses tasks below to complete state-specific 214.Kii
sactions of TCM snd TAM -
Post electronic versions of TCM and TAM (PDF) 21.Kii
Prepare draft 8-10 page state-specific
Administration Guide and 8-10 page state-specific |DOE Reviews 21Kl
DOE approves 21 Kit
Recsive requests for printed copies of TCMITAM
[and state-specific Administration and Coordination 21Kii
Guides; print and deliver and charge requestors. T
Set up 800 number and email address for each
(Operations Support (Tier 1 Help Desk} state/Jdurisdiction. 2Kii
Technical Support (Tler 2/3 Help Desk) Help Desk information will be posted on each -1
statefjurisdiction portal
Revise FAQs DOE reviews and approves 2.1 Kiiiv

Holp Desk will be availabla 1 month prior to the practice | < Provides and traine Help Desk staff
tast opening and a minimum of one month after the
Srmarter Balanced summative testing closes. 21.Kiilv
Monday through Friday during normal schaol hours -1
within the jurisdiction plus 2 hours before and aftsr the
school day (nominally 6:00 a.m. to 5:00 p.m. local time)

Provide a minimum of two points of contact from

StatefJurisdiction specific project team, including

State/Jurisdiction identified project manager, who 21 Kiiifiv

witt be available to answer and respond to
related questions.




TReceive, soive, escalats, and log all inquiries, and

Address inquiries requiring DOE

Wy - 16 (Grs3-8.8 11

update FAGS <o 2.1 Kidfiv
Training Technical Specifications Manual Show MAAC states Smarter-Modifisd, 9 online DOE reviews and approves existing
training modulesitutorials, 3 User Guides, 7 courses. If ncessary, DOE
brochures, 1 Technical Specifications Manual, 1 provides state-specific infdrmation
"TAM and 1 TCM that can be used across Smarter jrequired for Smarter Training 21Ky
states: Modules. Additional sections on o
State-specific tests (if any) is
covered on State-Spacific scope of
Work
1 user guide per system (TIDE, ORS, TDS) Collect comments from all MAAC states to get
suggestions for customization to final MAAC-
[common version. Address how schools and TAs 21.Kv
will have access to the Classroom Activity and
assignment of Task.
TA Training/Certification course Produce MAAC-common versions for approval. By
(May be augmented to include information on State- state, course can be configured to require
Specific assessment. Ses State specific SOW) completion befora being allowed to administer
assessments or to include acceptancs of state-
required Confidentialy agreemertt DOE reviews and approves 21K
TAM, all Smarter sections For TAM and TCM, produce with state-specific
covers, if required, TOCs, and placeholders for [ DOE reviews and approves 21Ky
modules
TCM, all Smarter sections Pre modular TOC for state DOE reviews and 21Ky
Individual State/Jurisdiction Insert Cover Art and Cover DOE reviews and approves 21Kv
Prepare draft, excluding stats-specific sections DOE reviews and approves 21Kv
Provide camera-ready sections of
TAM and TCM for insertion (see
Tasks below if cresting camera 21Ky
ready sections is inciuded in State-
specific tasks}
[Revise and finalize TAM and TCM DOE reviews and approves 21K
Shared informational brochures For brochures, produce with state-specific
>FAQ for District/Complex Administrators for any task to create/modify brochures for state-
>FAQ for Technology Coordinators specific tests)
>FAQ for Test Adminisirators DOE reviews and approves 21K
>FAQ on Online Reporting System
>FAQ for Oniine Testing System (ORS)
>FAQ for TIDE
>FAQ for Online Reporting System
Fropose outine for Smarter portion of Training |00 e ot aooroves 21Ky
Webinar
DOE reviews and approves 21Kv
DOE reviews and approves 21Kv
Webinars: Deliver Wabinar live once in each state, and record
inar for District/Complex i for future use in that State.
inar for C [When Webinars occur is determined by individual
>Webinar for Test Administrators statefjurisdiction
>Wasbinar on Online Reporting System (ORS) 21.Kv
Webinars include information on the folowing:
Online Testing System
TIDE
> Onfine Reporting System (ORS)
Smartec Training Modules: (See below / thers ars state-specific fests,
>What i a CAT incorporate into broader wabinars covering
>Performance Task Smarter and other state tests)
-Accessibiility and Accommodations
Universal Tools 21.K
Tech Readiness
TA Interface
>TIOE
>Test Administration Training
Publish all products in electronic format to individual| 21Ky
statsfjurisdiction portal -
Retake Administration (WA and 1D Grade DOE determines state specific
11 assessment for exit exam purposes) |(Participating states will provide AIR with the appropriats onfine retake opportunity 21Ky
up-to-date testing windows) administration windows, which will -
Identify retaks eligiiity and windows and re-deploy Ky
prior year item pools to support ratakes -
Launch state ific retake administrations 21.Kvi
Paper/Pencil (WA, Hi, D) Receive Scannable biueline-ready, single fixed form
WA - 24,000 (Grs 3-8 & 11) N . o for each content area of grades 3-8 and high school
HI - 10 (Grs 3-8 & 11) (Pror o contract execufion, AIR wil insert the confract | rom Smarter Balanced DOE provides 24.Kvi
SD - 100 (Gre 3-8 & 11) quantities for SD and WA.) Blusline documents will ba PDF documents and
ready for printing
Bralfle (ID, WA, WV) Configurs TIDE to accept P/P ordering and
D-2 (Grs3-8&11) approval (see task 2.1.4J.ii) 21KV
WA - 10 (Grs 3-8 & 11) b
WV -3 (Grs 3-8& 11}
Large Print (ID, WA, WV) Create custom cover pages with state-specific
ID - 10 (Grs 3-8 & 11} P/P Testing Materials, including test materials and all cover art and scanning marks DOE reviews and approves cover 24 Kvil
WA - 35 (Grs 3-8 & 11) associated shipping and processing materials pages -1




High school with state-specific cover pagas

H&i PDFs of Bluelines for each grade 3-8 and

Print paper/pencil tests in RFP or modified
quantities and to RFP specifications, including
scannable and human-readable codes to support

tracking

Shrink wrap and package materials in boxes and
with labels, packing fists, and rstum boxes to RFP

implement a method to bill and coliect payment
directly from districts for paper testing (WA onty)

DOE and AIR set paper/pencil
testing foo

Generate Missing Material Reports and follow-up

Technical Reports TOC and Smarter Sections

§§n§=ﬁ.ni§ retum all of their {DOE reviews 21K
IrregularitiesiAlertsiForensics SFTP Alert Site DOE confirms access 21K
Alert Toal - Common Acrass MAAC MAAG provides target words and 21Ky
phrases
DOE reviews and takes action 2.1.Kvili
Data Forensics 2.1 K
DOE reviews and takes action 2.1 Kvii
DOE requests additional forensic
data of analyses
Record Reconclilation . . |DOE reviews and approves 21Kix
DOE reviews 2.1.Kix
[AIR will capture the student demographic data AT
THE TIME OF TESTING and that is what wili be
included in the data file we send to client at the end
of the window,
DOE reconciles 21.Kix
Satates may make edits student data using
automated data file uploads and/or using TIDE (with|
CSV files or individual records) up unti testing
occures.
Post fies to SFTP 2.1.Kix
Scoring Cor fi.& achine-6coring of ftems with expiicit 24.Kx%
._.8. and confirm 21.Kx
Prepare handscoring specifications that meets
Smarter z covering training,
. I rates, condition codes, procass for handling alerts, N
Handscoring specifications QA (inchuding information on how o handle 16% | DO reviews 21K
double reads, 5% validity), scoring process
reporting, and security
Test handscoring system and data flow between 21.K3
21.K;
_uOm on:mmﬂ <n.,525 from
Scorers assign primary and 15% secondary
s ’ DOE may participats and provide
. with 5% feedback during the scoring window 21K
DOE reviews statistics 2.1.K;
21K
21.K.
Flow hand-scores to DoR 21K
[AIR Project Management/Planning Documents: Cortfirm corract Import Smarter Batanced bank ftem
-Analysis Specifications (Smarter-provided) parameters, both within grade and vertically finked
-QC Specifications parameter estimates, along with all other attributes 21Kxi
-Scoring Engine Specifications of the Smarter Batanced items. -1.Kx
-Test Specifications (Smartsr-Provided)
Use simulated test administrations to test and verify|
the performance of all scoring and reporting 2.1.K.xi
systams
Monitor the performance of testing through a series
of quality assurance (QA) reports on item statistics,
biueprint match rates, and item exposure rates
Smarter rules to obtain Smarter scores DOE reviews 21 Kxii
Use software requested by state to calibrate test | DOE specifias software 2.1 Ko
items for Smarter Balanced consultation with Smarter
Review outcomes or QA reports with State Review issues 21 Kxi

Incorporate technical document and reports from
Smarter Balanced




Provide reports and analyses in the proposal that
provide evidenca of the reliability of the
Smarter Balanced assessments within each
'state's assessment context, such as aspects of
refiability, including

interrater agresment for hand-scored item
responses, are specific to each implementation
of the Smarter Balanced assessments

21K

v..on:oo.uuo:h!in:n?wﬁ.:clv«ovom- to

accommodations, and predictive validity for interim

(See below fo incorporate Stafe-specific sections
of technicel report)

incorporate Smarter-provided Sections of Technical
Report, with state-specific results if necessary

v%-:!onﬂo:—ogﬂvcmv»asga

Reporting (Summative)

Reporting Specifications

Create ORS mock-ups

|Conduct ORS UAT

ORS

Release resutts in ORS

G11 Reports to institutions of Higher Education (IHE)

Coliaborate with the state and representatives of
the IHE to establish business rules for data

Depioy Secure ttem Review Viewing Environment
SIRVE]

Configure MAAC-common appeals moduta of TIDE

DOE provides input

{Authorized users submit appeals in TIDE and the
DOE reviews the appeal request for further action

DOE reviews

Smarter Batanced Interim Assessments for MathvVELA
grades 3-8, 11

Provides the resufts of approved appeal requests
through the TIDE s,

Receive and validate Smarter-provided item banks

and test maps for Interim Block and Summative

Clone Interim assessments, including all Smarter-
y A

Identify Smarter Interim
(Assessments to be made avallable
and associated windows

Ugg;oéﬂsgéﬂnzn requirements using
[AIR's reporting systam (ORS) to contain

averything that Smarter reports include for Smarter
interim assessments, %Sgiﬂ‘ﬂ

Traininig modile on Tnterim Handscorg'

with pending
[AIR will provide resource materials and training to
aid in the hand scoring of interim assessment items.

22

UAT of Interim Asssssments

cﬁt«g_agagﬁ in test

MAAC reviews and approves

22

22

ogo,ﬂm%os inchiding when scores ars
released to ORS

22

Creats ORS mock-ups

Conduct ORS UAT

MAAGC reviews and oves

Daploy ORS

[Gpen interim Windows

Provide User Support for Interim Assessment
defivery and teacher hand-scoring. HelpDesk staff
iu_vol_v_oobmnnaﬂdn:.ns: 's for interim

22

If we use the Smarter items - no cost;
If we create a new test with other state - what

cost?

No cost; EOC reports inchided in cost assumptions

No cost; EOC report
Nocost; EOC report

No cost; EOC report;

No cost; EOC report:
Na cost; EOC reports in

s included in eost assumptions
s Included in cost assumptions

s Included in cost assumptions

s Included in eost assumgtions
cluded in eost assumgtions



Smarter Balanced Digital Library

\dentify proposed usevs for the
Digital Library and identify source of 23
user information, if different from B
current sources to papulate TIDE
Coordinate with DOE technical staff to propose
changes to TIDE file layout, user roles, and data 23
flows
Single Sign- on Functionality will be avaible to 23
access the Digital kbrery -
Update HelpDesk training and internal FAQ to
support user requests for login/password access to
the Digital Library. Training on functionality for the 23

Digitial Library is not specifically inciuded, afthough
zxi.anx.w.i.asns!g% support

i =
(List Stats Specific Tests Here), including those built with |(inapplicable tasks will be deleted end remeining 25
Smarter Balanced ltems tasks will be expanded with subtasks to create s
each State's Scope of Work)
Import ltems 25
C h ints/Test
[Wiriting Guidelines (if required) 25
TDS Specifications, Stats-Specific Tests Develop flems, including Compritiss and DOE 25
H 2 25
DOE selects and approves 25
DOE reviews and approves 25
DOE determines Test Windows 25
25
25
25
25
] X
Tachnical Rs State Spacific Sections  Technical Report 25
State Panels. 25
Prepare draft calendar with AIR-required dates on
Master Project Calendar/Schedule, updated as required [intsrreiated tasks (e.g., receiving Smarter test 31c
)
Provide DOE staff with timely updates about project
activities and progress toward project goals DOE colfaborates 31.C
Issues Log updated 31C
Weokly fist of issues needing resolution with tha required | Alert DOE to issuss fequiring resolution and notify
resolution dates as necassary to meet project deadfines. |DOE in advance of any changes or potential
changes that may affect the administration of the | DOE collaborates 31.c
Smarter, EOC n:n State Specific assessments
from any
Project status reports that document progress on key Conduct Weekly Telephone Calls and Annual
milestones, decisions, and description of any next steps |Planning Meeting (Orientation Meeting); attend DOE . 31c
|necessary to resolve major issues additional meetings in Hawaii upon request by DOE s o
[AIR Project Management/Planning Documents: Maintain a secure document management tooi to
-Project Implementation Plan share and provide version control of documents.
-Administration Summary between AIR and DOE (e.g.. KnowledgeTree)
mvonﬁ_ Versions Summary
-Packaging Specifications.
-Recsipt Specifications.
-Scoring Specifications 31
-TIDE Specifications
-TDS Specifications
-Online Project Portal Specification
-Online Reporting Specifications
-Committee Participant Payments
Note prefersntial or other changes in DOE request ——
" . : . DOE executss confract modification
Future Scope Changes (if needed) and draft scope (time and rmoney) imphications for desired changes 31
Im; funded scope ch DOE reviews and aj 31
. 2 day meeting; 10 DOE staff, 10 Stats Participants, [DOE requests who attends and
ek Off Meeting 4 A% s ten esced 31
L e SR i R
Zmomﬁw_iiu?omuwwonniéﬁmgo UOmv.dSamn_ »&o.ﬁu.nv:ﬁi
Testing Private School Students schools Not part of RFP
[AIR adds schools as eligible to test Receive and approve requasts from
schools Not part of RFP
AIR bilis sach Private School Not part of RFP

Upon Payment students will be aliowed to test.

Not part of RFP




Provide access to training, interim and summative
assessments, digitial library, and online reporting. Not part of RFP
Ensure Private School testers results are removed Not part of RFP

from State Aggregate data




2015C-229 - Exhibit C - Statement of Work

gﬁoggmgss_z!mng

(DOE raviaws below in UAT)

,_gggg?!ggl%su
separate stand-alone SOW. Only the following states,
gsﬁoﬂ&%ﬁ.zguﬁ_ag

will receive this

Configuration Checkiist (Will provide Smarter Matrix

-
Raview configuration options avaitable to States,

elsewhere. AIR will work with DOE and Smarter
Balanced to ensure data can be deliversd accoring
to Smarter Balanced specifications.)

including NeoSpesch voics pack (*Julie”)

to Smarter-provided 218
(Al data will ba retumed to states, AIR's deiivery 10

States will include student responses to EFT items

[necessary for rubric vaiidation, rangs finding,

scoring, data review, aquating, etc. covered 218

DOE makes revisions as allowed by

'when it is provided)
21.¢
Configure Student Registration and Test Delivery
Systems to Smarter Specifications for alf m:.—aa!
21C
21¢i
AIR will incorporate custom cover page and state | DOE identifies requirsments for
specific cover provided by DOE. customn cover page and state- 21.Ci
.1.C.
14 P/P Braille Forms (WA, HI, SD, 1D, WV onl .Cd
.1.C.1
14 P/P Large Print Forms (WA, 1D, and WV 1.C.

(Ses Row 112 helow to receive orders for F/P
Braiile and Large Print Forms)

wosoirm»&nmaaeﬁ%mcvuﬂi

DOE selects Smarter or state-
provided practice test

DOE reviews and approves

arter-
tests (grade band and content area combiniation)

DOE selects Smarter or state-
provided training tast

._‘BSE Test UAT




Provide evidence AIR Test Engine meets Smarter
specifications (as long as a realistic certiication
v«oomwo vsSnR_ Smarter currently does not

process). User

[~ SIRVE (Secure Item Review Viewing
Environment)
Unique By State:

- TA abiity 1o set test settings

Test Delivery System (TDS) om..i: IAT) wit provide DOE opportunity to verify|POE feviews and approves 21F
[correct item rendering, accommodations
functionality, iter scoring procedures and averali
score generation, etc.
Complets TDS Test Specifications based on
Srmarter Balanced, commion MAAC, and state-
specific specifications
Common Across MAAC:
- Daployment instance for OP
- TDS Configs (pause rules, etc.
|q>nzs<smm.vn€ata=nm ) cOmioodoBo:a:oﬂuHcmwo

- ] : ’ specification document that can

TDS Spacifications, All Operational Smarter Tests o?vq TA configurations (8.9, time betwean | LK et nd 24F
—~TDS Monitor approves
-- SIRVE (Secure Itsm Review Viewing
Environment)
Unique By State:
-~ Skin
— Smarter and State Specific Testing windows
Common Across MAAC:
- Daployment instance for Intsrim
—Siin
- TDS Configs (pause rules, etc.)
— Other TA configurations (e.g., time between DOE selacts options from TDS

TDS Specifications, Al Interim Smarter Tests refresh) specification docurmont tat can be 21F

Deploy AIR diagnostic tool. Azoe Smarter
Balanced 48..35& Readiness Tool is provided

Proposal. Provids evidence browser mests
Smarter i

Coordinate across MAAC and recommend master

filo layouts, data flows and data reporting

[Work with DOE and technology representatives to
determine the data flows, sources, transfer process




TIDE Specifications, section on test sattings

Draft TIDE specifications for test settings
|deveioped based on Smarter Batanced, common
MAAC,

Common Across MAAC:

DOE reviews and comments

(See below for common MAAC processing of

21

E
(Work with state to define a MAAC-commen

process for creating and re-opening test sessions
as needed or extending test windows due to
unforeseen Gircumstances.

DOE provides input

Pravide a testing interface containing the features
described in section 2.1.J.iv of the proposal.

(DOE reviews below in UAT)

FAREY

Confer with Smarter and DOE to consider adding
lenhancements in future releases of AIR and Open
Source s S

DOE identifies requests for
snhancements.

241div

Operate monitoring system to detect system errors.
and will make ail reasonable sffort to fix errors

DOE reviews error log

FANEY

Deploy and configure TIDE, TDS, and associated
systems

Load Test Packages

will be available to answer and respond to
related questions.

Internal Testing XN
Canduct UAT DOE reviews and approves XK
Correct issues identified in UAT DOE confirms XK
Lock down 1K
DOE determines ELA and Math test
Administration Windows windows following Smartsr 21Ki
Balanced test window specifications
Launch 21K
[TAM, all Smarter sactions COMMON Receive Smarter-provided TAM and TCM. Review
TCM., all Smarter sections COMMON with MAAC states to identify errors and report them
8-10 page, state specific Administration Guide to Smarter DOE Reviews. - 24K
8-10 page, state specific Coordination Guids
21K
21Kil
21 Kii
21Kl
21Kl
24K
21.Kii
21KR
21Ki
Receive requests for printed copies of TCM/TAM
and stats-specific Administration and Coordination 21.Ki
Guides; print and deliver and charge requestors. R
Set up 800 number and emait address for each
(Operations Support (Tier 1 Hetp Desk) stata/JJurisdiction. 21K
Technical Support (Tier 2/3 Help Desk} Help Desk information will be postsd on each -
statefjurisdiction portal
Revise FAQs DOE reviews and approves 2.1 K
Help Desk wil be avaiabie 1 prior o the pract [AIR provides and trains Help Desk staff
test opening and a minimurm of one month after the
Smarter Balanced summative testing closes. 21 Kiiiv
Monday through Friday during normal school hours -
within the jurisdiction plus 2 hours before and after the
school day (nominally 6:00 a.m. to 5:00 p.m. local time)
Provide a minimum of two points of contact from
State/Jurisdiction specific project team, inciuding
State/Jurisdiction identified project manager, who 2.1.Kiiifiv




Receive, soive, escalate, and log all inquiries, and

Address mauines requiring DOE

(WA -35 (Grs 3-8 & 11)
WV -16 (Grs38& 11

associated shipping and processing materials

pages

update FAQs 2.1 Kiiifiv
Training Technical Specifications Manual Show MAAC states Smartar-Modified, § onfire | DOE reviews and approves existing
training modulesitutorials, 3 User Guides, 7 courses. If ncessary, DOE
brochures, 1 Technical Specifications Manual, 1 |provides stats-specific information
[TAM and 1 TCM that can be used across Smartsr |required for Smarter Training 21Ky
states. Modules. Additional sections on o
State-specific tests (if any) is
covered on State-Specific scope of
Work
1 user guide per system (TIDE, ORS, TDS) Coliect comments from all MAAC states to get
'suggestions for customization to final MAAC-
[common version. Address how schools and TAs 21Kv
wifl have access to the Classroom Activity and
assignment of Performance Task.
TA Training/Certification course Produce MAAC-common versions for approval. By
(May be augmentsd to include information on Stats- stats, course can bs configured to require
Specific assessment. See State specific SOW) completion before being aliowed to administer
assessments of to include acceptance of state-
required Confidentily agreement DOE reviews and approves 21Ky
TAM, all Smarter sections. For TAM and TCM, produce with state-specific
covers, if required, TOCs, and placsholders for DOE reviews and approves 21Ky
ific modules
TCM, all Smarter sections Propose modutar TOC for state DOE reviews and approves 21Kv
Individual State/Jurisdiction Fﬁ; Cover Art and Cover DOE reviews and appraves 21Ky
Prepare draft, excluding stal i DOE reviews and approves 21.Kv
Provide camera-ready sections of
TAM and TCM for insertion (see
Tasks balow if creating camera 21Ky
ready sections is included in State-
specific tasks}
Revise :na:h.noﬂguaan_s DOE reviews and approves 21Ky
' Shared informational brochures
>FAQ for District’Complex Administrators for any task to create/modify brochures for state-
>FAQ for Technology Coordinators specific tests)
>FAQ for Test Administrators DOE reviews and spproves 21K
>FAQ on Online Reporting Systsm
>FAQ for Online Testing System (ORS)
>FAQ for TIDE
>FAQ for Orline Reporting Systsm
v§§§§m:§§&4ga DOE raviews and approves 21Ky
DOE reviews and approves 21Kv
DOE reviews and approves 21Kv
Webinars:
inar for District/Complex i .
>Wabinar for Technology Coordinators When Wabinars occur is determined by individual
>Webinar for Test Administrators statevjurisdiction
>Woebinar on Online Reporting System (ORS) 21K
[Webinars inchude information on the folowing:
> Online Testing System
> TIDE
> Online Reporting System (ORS)
Smarter Training Modules: (Ses below If there are state-specilic tests,
>What is a CAT incorporate into broader webinars covering
>Performance Task Smarter and other state tests)
>Accessiblility and Accommodations
Universal Tools 21K
Tech Readiness
TA Interface
TIDE
Test in Training
21.Kv
Retake Administration (WA and ID Grade DOE determines state specific
11 for exit exam icipating states will provide AIR with the appropriate oniine retake opportunity 21K
—Ys@.ﬁ-on testing windows) administration windows, which will "
___[be supported by the item paol
Identity ovxuga.z_&uaiagna?g 21K
21.Kvi
Paper/Pencil (WA, Hi, SD) °
WA - 24,000 (Grs 3-8 & 11) . s . for each content area of grades 3-8 and high school
HI - 10 (Grs 3-6 & 11) (Priorto cortract exacufion, AIR wilinsert the contr2ct  {fram Smarter Balanced DOE provides 21Kvi
SD - 100 (Grs 3-8 & 1) quantities for SD and WA.) Biueline documents will be PDF documents and
ready for printing
Bralile (ID, WA, WV) Configure TIDE to accept P/P ordering and
iID-2 (Grs 3-8&11) approval (see task 2.1.J.ii) 2.4.Kvil
(WA - 10 (Grs 3-8 & 11) o
Wv-3 (Grs3-8811)
Large Print (ID, WA, WV) Create custom cover pages with state-specific
ID-10 (Grs 3-8 & 11) P/P Testing Materials, including test materials and all cover art and scanning marks DOE reviews and approves cover 24 Kvii




xi%vcnmam:!;?a%nasxua
High school with state-specific cover pages

DOE reviews and approves 2.1.Kvi
Print paper/pencii tests in RFP or modified
quantities and to RFP spacifications, including 2.1.Kovi
scannable and human-readable codes to support "
Shrink wrap and package matarials in boxes and
s:?_lvla vnhx.:manﬁ and return boxes to RFP 21.Kvil
2.1 Kvil
21.Kvi
Implement a mathod to bill and collect payment
cirocty from districts or pape testing (WA only) | 2nd AIR set peperfpenci 21K
testing fee
Generate Missing Material Reports and follow-up
with schools/districts that did not returmn all of their | DOE reviews 2.1.K:
irregularitiesiAlertsiForensics SFTP Alert Sits DOE confirms access 2.1.Kvill
R MAAC provides target words and
Alert Tool - Common Across MAAC urisdi words and oh 2.1.Kvii
DOE reviews and takes action 2.1.Kviil
Data Forensics 2.1 Kvii
DOE reviews and takes action 2.1.Kvii
v§§8§§=§§555§ DOE requests additional forensic
data/: {data or analyses.
Provide common Data Reconciliation procedures.
inchuding method, validation specifications, file . .
0| 1.
Record Reconciiiation layout, and data exchange frequency (weekly, daly DOE reviews and approves 21.Kix
to once per day
wgisgmgnnfa—ofi DOE reviews 2.1.Ki
AIR will capture the student demographic data AT
THE TIME OF TESTING and that is what will bs
included in the data file we send to client at the end
of the window.
Satates may make edits student data using DOE reconciles 21.Kix
[automated data file uploads and/or using TIDE (with
CSV files or individual records) up until testing
occures.
Post files to SFTP 2.1.Ki
Configure for machine-scoring of items with explicit
Scoring rubrics 21K
 Test and confirm 21K
Prepare handscoring specifications that meets
s . " ining.
. I rates, condition codes, process for handling alerts, . .
Handscoring specifications QA (including information on how to hanidie 15% DOE reviews 21.Kx
double reads, 5% validity), scoring process.
reporting, and security
 Test handscoring system and data flow between 24.K
AIR and Measurement nc. (M! "
xgg_ggﬁﬁr;g!ﬁ«
including training, quali
Measurement Inc. (MI) wil -!u,:.n. qualify, and 24K
assign scorers
Provide cost estimate (if any) and revise pian below [DOE requests variation from
in Proposal
Scorers assign primary and 15% secondary
scores, with 5% validity papers DOE may participate and provide 21.Kx
feedback during the scoring window
Monitor inter-rater reliability and provide DOE reviews statistics 21.Kx
Resotve non-adjacsnt primary and secondary 21K
AN
Complete Scoring 2.1.Kx
Flow hand-scores to DoR 2.1.Kx
AIR Project Management/Planning Documents: Confirm correct Import Smarter Batanced bank item
-Analysis Specifications (Smarter-provided) parameters, both within grade and vertically linked
bﬁwxﬁa%ﬁ parameter estimates, along with all other aitributes .
Operational Psychometrics g E: ‘Specifi of the Srmarter Balanced items. 2.1.Kxi
-Test Specifications (Smarter-Provided)
Use simulated test administrations to test and verify
the performanca of all scoring and reporting 2.4 Kaxib
systems
Monitor the parformance of testing through a series.
of quality assurance (QA) reports on item statistics,
biueprint match rates, and itsm exposwre rates
Apply Smarter rules to obtain Smarter scores DOE reviews: 2.1.Kxi
Use software requested by stats to calibrate test | DOE specifies software in 21Kl
itemns for Smarter Balanced consultation with Smarter -
Review outcomes of QA with State Review issues 2.1.Kxit




incorporats technical document and reports from
Smarter Balanced

Pravide reports and analyses in the proposal that
g%i?iﬂw_é&nﬁ

Technical Reports TOC and Smarter Sections

2.1.Kxi

Produce reports and analysis in the proposal to
provide avidence of validity of content

validity/afignment, comparability across 2.4.Kxdi
accommodations, and predictive validity for interim

{(See below to incorporate state-spacific sections 21 Kol
Incorporats Smarter-provided Sections of Technical

Report, with state-specific results if necessary DOE reviews FARE. ]
{Revise if necessary DOE_reviews and approves 21.Kx

vaa:oo-:o.!ﬂg ic version (PDF) and six bound

24 Kadb
|Reporting (Summative) Reporting Specifications MAAC colaboration 21 Kodi
Creats ORS specs, including when scores are . o
1 ORS MAAC review 2.1 Ko
Create ORS mock-ups MAAC approva ALE]
Conduct ORS UAT DOE reviews and approves Ko
[Deploy ORS 1 K xil
Releass resuits in ORS 1K il
Cokaborate with the state and represeriatves of
G11 Reports to Institutions of Higher o (IHE) ._s_zmsosnza: business _;n,.o.ﬂnw. DOE reviews and approves 21K

included
IHE m zoor Oxm

if we use the Smarter items - no cost;
1f we create a new test with other state - what
cost?

No cost; EOC reports included in cost assumptions
No cost; EOC reports included in cost assumptions
No cost; EOC reports included in cost assumptions.

No cost; EOC reports included in cost assumptions

No cost; EOC reports included in cost assumptions
No cost; EOC reports included in cost assumptions

s DMO_MQMWUQ._E Itern Review Viewing Environment 2.1.Kodi

Configure MAAC-commen appsais module of TIDE

[Authorized users submit appeals in TIDE and the
plap ]

Clone Interim assessments, including all Smarter-
Draft MAAC-common reporting requirements using
AIR's reporting system (ORS) to contain

.- |everything that Smarter reports include for Smarter
£ |interim assessments, including businass rules for
with panding L 22
.| AIR will provide resource matarials and training to
aid in the hand scoring of interim assessment items

UAT of Interim Assessments MAAC reviews and approves 22
Deploy u!onia Interim go:ﬁ:ﬂ intest 22

Conduct ORS UAT

Deploy ORS

O Interim Windows

Provide User Support for Interim Assessment
delivery and teacher hand-scoring. HelpDesk staff 22
will be able to addrass questions for interim N




Smarter Balanced Digital Library

Identify proposed users for the
Digital Library and identify source of 23
user information, if different from -
current sources to populate TIDE
Coordinate with DOE technical staff to propose
o:ﬂa@mnoo._.__uma_o_ué user roles, and data 23
msntma?gm inconality will be availbie to 23

(List State Specific Te: mn:oi inctuding those built with {{inapplicable tasks will be %E&Snaaisso
tasks will be expanded with subtasis to croate
oach State's Scope of Work)

Import Rems 25
C i ints/Test
Writing Guidelines (if required) 25
TDS Specifications, Stats-Specific Tests Deveiop ftams, inchuding Comrmitoe 2nd DoE 25
TCM, Stats-specific sections 25
" DOE sslects and approves 25
it DOE reviews and approves 25
Conduct UAT for State-specific assessments DOE determines Test Windows 25
Provide additional training 25
ini State-specific including 25
Field Support )
State Specific P/P. 25
Stats Specific Access/Accommodation: 25
Brail print)
Hand scorir .
Rubric Validation X
Range finding X
Data Review X
Standard Setting X
Gnine Reporing :
Paper Reporing .
Psychomatrica
Technical R State Specific Sections  Technical Re 25
State Specific: i Paneis 25
Prepare draft calendar with AlR-required dates on
Master Project Calendar/Scheduls, updated as required |interetated tasks (e.g., receiving Smarter test 31C
packages)
Provide DOE staff with tmely updates about project
activities and progress toward project goals DOE collaborates 31¢
Issues weekl 310
Weakly Hist of issuss needing resoition with the required [ Alert DOE to issues requiring resolution and nofify
resolution dates as necessary to meet project deadiines. |DOE in advance of any changes or potential
changes that may affect the administration of the | DOE collaborates 31.¢
'Smarter, EOC sn State Specific assessments
from any
Project status reports that document progress on kay | Conduct Weekly Telephone Calls and Annual
milestones, decisions, and description of any next steps |Planning Meeting (Orientation Meeting); attend DOE participates 31c
necessary to resolve major issues |additional mestings in Hawaii upon request by DOE o
AIR Project Management/Planning Documents: Maintain a secure document management tool to
-Project Implernentation Plan share and provide version control of documents
-Administration Summary between AIR and DOE {e.g., KnowladgeTreo)
-Spacial Versions Summary
-Ancitiary Abstract
Packaging Specifications
-Receipt Specifications.
-Scoring Specifications 31¢
TIDE Specifications
TDS Specifications
-Ondine Project Portal Specifications.
-Onine Reporting Specification:
-Committes Participant Payments.
Note preferential of other changes in DOE request o
Future Scope Changes (if needed) and draft scope (time and money) implications .ﬁ%mﬁa}hﬁﬁa modification 31
Iy it funded DOE reviews and approves 3.1
N ] 2 day mesting; _oDOmuﬂasmvev»a%Bﬁ DOE requests who attends and
ck Off Meeting 4 AR an when nesded 31
r T 4 e - i :
AIR om?!.m_aon mooo associated with DOE ides list of eligible pri
Testing Private School Students totrg unseﬂs.aa fgidle PIVE® | ot part of RFP
[AIR adds schools as eligible to test Receiva and approve requests from Not part of RFP

schools.

AIR bills sach Private School

Not of RFP

Upon Payment students will bs allowed to test.

1

Not part of RFP




Not part of RFP

Provide access to training, interim and summative
assessments, digitial library, and online reporting.
Ensure Privats School testers results are removed

from State Aggregate data

Not part of RFP




EXHIBIT D
STATE OF SOUTH DAKOTA
CONSULTANT CONTRACT 2015C-229
TECHNOLOGY TERMS

BIT Hybrid Contract Clauses
1. APPLICATION OF CONTRACT TERMS:

All of the following terms and provisions are applicable to each and every entity that
hosts State data. If Consultant subcontracts any hosting of State data to another
entity, the relationship between Consultant and any such subcontracting entity must
be that of Principal and Agent. No such Agent may act as an independent contractor
for Consultant. Consultant must include in its contract with any such Agent explicit
terms providing for this Principal and Agent relationship, and Consultant must further
supervise such Agent so as to insure that such Agent complies with all of the
following terms.

2. HANDLING OF DATA BREACHES:

Immediately upon becoming aware of a data compromise or of circumstances that
could have resulted in unauthorized access to, disclosure of, alternation of, or use of
State data, Consultant will notify the State, fully investigate the incident, and
cooperate fully with the State’s investigation of, analysis of, and response to the
incident. The Consultant will use a forensics company that is acceptable to the
State, preserve all evidence including but not limited to communications, documents,
and logs and the State will have the authority to set the scope of the investigation.
In addition, the Consultant shall inform the State of the actions it is taking or will
take to reduce the risk of further loss to the State Except as otherwise required by
law, Consultant shall provide notice of the incident to the State only. The State shall
then give notice to the person or entity whose data may have been involved, to
regulatory agencies, and to other entities. This procedure is adopted for the purpose
of promoting clarity of reporting and avoiding confusion and double reporting.

Notwithstanding any other provision of this agreement, and in addition to any other
remedies available to the State under law or equity, the Consultant will reimburse
the State in full for all costs incurred by the State in investigation and remediation of
such Data Compromise, including but not limited to providing notification to third
parties whose data were compromised and to regulatory agencies or other entities as
required by law or contract. The Consultant shall also pay any and all legal fees,
audit costs, fines, and other fees imposed by regulatory agencies or contracting
partners as a result of the Data Compromise. '

3. CHANGE MANAGEMENT PROCESS:

From time to time it may be necessary or desirable for either the State or the
Consultant to propose changes in the Services provided. Such changes shall be
effective only if they are in writing and contain the dated signatures of authorized
representatives of both parties. Unless otherwise indicated, a change or amendment
shall be effective on the date it is signed by both parties. Automatic upgrades to any
software used by the Consultant to provide any services that simply improve the
speed, efficiency, reliability, or availability of existing services and do not
substantially alter or add functionality, are not considered “changes to the Services”
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and such upgrades will be implemented by the Consultant on a schedule ho less
favorable than that provided by the Consultant to any other customer receiving
comparable levels of services.

BIT Technology Contract Clauses
DOMAIN NAME OWNERSHIP:

The Portal website(s) that the Consultant creates as part of this project must have
the domain name registered by and owned by the State. The Consultant maintains
ownership of IP addresses and domain names related to Consultant systems used to
provide services. :

USE OF SUBCONTRACTORS:

The Consultant acknowledges responsibility for all services, work product, and
maintenance of security and privacy, whether work is performed by AIR staff,
consultants, or subcontractors. The Consultant will provide evidence that individuals
with access to data have executed commercially reasonable security responsibility
acknowledgements.

BACKGROUND CHECKS:

The State of South Dakota requires all contractors, subcontractor and or agents who
have access to protected-personally identifiable information or have access to secure
areas to have background checks.

INSTALLATION AND OPERATION OF THE PRODUCT:

The State will install and operate the Secure Browser as described in the Consultant’s
Proposal.

SECURITY:

The Consultant shall take all actions necessary to protect state information from
exploits, inappropriate alterations, access or release, and malicious actor attacks.

By signing this contract, the Consultant warrants that:

A. All known security issues are resolved.

B. The Consultant will fully support and maintain the Consultant’s application
on platforms and code bases (including but not limited to: operating
systems, hypervisors, web presentation layers, communication protocols,
security products, report writers, and any other technologies on which the
application depends) that are still being supported, maintained, and
patched by the applicable third parties owning them, except as otherwise
noted or required in the contract. The Consultant may not withhold
support from the state for this application nor charge the state additional
fees as a result of the state moving the Consultant’s application to a new
release of third party technology if:
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i. The previous version of the third party code base or platform is no
longer being maintained, patched, and supported; and

ii. The new version to which the state moved the application is
actively maintained, patched, and supported.

If there are multiple versions of the applicable code base or platform(s)
supported by the third party in question, the Consultant may limit their
support and maintenance to any one or all of the applicable third party
code bases or platforms.

C. If a code base or platform on which the Consultant’s application depends
is no longer supported, maintained, or patched by a qualified third party,
the Consultant commits to move its application from that code base-
and/or platform to one that is supported, maintained, and patched after
the State has performed a risk assessment using industry standard tools
and methods. Failure on the part of the Consultant to work in good faith
with the State toward a timely move to supported, maintained, and
patched technology shall constitute a breach of this contract and shall
allow the State to cancel this contract without penalty.

D. Assistance will be provided to the State of South Dakota by the Consultant
in performing an investigation to determine the nature of any security
issues that are discovered or are reasonably suspected after acceptance.
This investigation can include security scans made at the State’s
discretion, but such scans will be coordinated with Consultant so as not to
impact ongoing services for any client. Failure by the Consultant to
remedy any security issues discovered can be considered a breach of this
contract by the State.

The discovery of security issues during UAT are automatically grounds for non-
acceptance of a product even if a product meets all other acceptance criteria. Any
security issues discovered during UAT that require product changes will not be
considered a project change chargeable to the state. The state urges the use of
industry scanning/testing tools and secure development methods be employed to
avoid unexpected costs and project delays.

9. MALICIOUS CODE
The Consultant covenants that:

A. The Licensed Software does not contain any code that does not support a
software requirement. _

B. Will not insert into the Licensed Software or any media on which the Licensed
Software is delivered any virus, rogue program, time bomb, worm, Trojan Horse,
back doors, Easter eggs or other malicious or intentionally destructive code and

C. Will use commercially reasonable efforts consistent with industry standards to
scan for and remove any Malicious Code from the Licensed Software before
installation. In the event any Malicious Code is discovered in the Licensed
Software as delivered by the Consultant to the State under this contract, the
Consultant shall provide the State at no charge with a clean copy of the
applicable Licensed Software that does not contain such Malicious Code or
otherwise correct the affected portion of the services provided to the State under
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this contract. The remedies in this paragraph are in addition to such other and
additional remedies as the State may have at law equity or otherwise

D. Will resolve all known security issues.
10. USE OF CONSULTANT SOFTWARE

The Consultant grants to the State a nonexclusive license to access the software»
listed in the proposal and associated documentation, plus any additional software
which shall be added by mutual agreement of the parties, for the purposes of
obtaining test administration, delivery, and reporting services during the term of this
contract.

11. DISCLOSURE OF OPEN SOURCE, CUSTOM BUILT AND PROPRIETARY
TECHNOLOGIES:

Technology vendors must grant the State the right to perform scanning and audits
on their processes, tools and systems. These scans and audits may be software-
based and/or involve interviews, remote access sessions, on-site tours, reviews of
key contracts, self-attestation processes, as well as other reasonable means of
gathering and validating information. The State will make reasonable efforts to
ensure that these audits and scans minimize the impact on the Consultant’s business
operations.

Refusal to comply with this request may be grounds to exclude a vendor from
consideration as a technology provider for the State’s confidential, sensitive, or
private data or systems. Falsifying or withholding information requested by the
State may, at the State’s sole discretion, be deemed a breach of contract by the
Consultant and/or an automatic exclusion from consideration or selection in an RFP
process. Regardless, the Consultant remains solely responsible for any penalties,
fines or legal actions that may result from the falsification or withholding of
information.,

The Consultant must disclose to the State all tools, systems, third-party products,
and services used in the development, support, maintenance, hosting, accessing,
authenticating, encrypting, storing, retrieving, backing up, recovering, sharing, and
accessing of any and all data, systems, workflows, and any other technologies used
by the Consultant at or on any site, location, or system that supports or is co-located
with systems or data belonging to or in use by the State. This includes technologies
that are open source, custom built, and proprietary.

The State will, at the Consultant’s written request, sign a non-disclosure statement
provided that the request is deemed to comply with South Dakota open records laws
and exceptions. '

12. DISCLAIMER
It is understood and agreed to by all parties that the Bureau of Information and

Telecommunications (BIT) is representing that, as the state’s technology governing
organization, it has reviewed only the technical provisions of this contract.
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Tools and Infrastructure Worksheet

Consultant/Vendor Name: Date: __—

Product Name:

Name of person filling out this form:

Title of person filling out this form:

Phone Number: - - Email address:

Instructions:

Provide the information below for all tools, systems, third-party products, and services used
in the development, support, maintenance, hosting, accessing, authenticating, encrypting,
storing, retrieving, back up, recovery, sharing, and accessing of state data, systems,
workflows, and any other data related technologies used by the Consultant supporting
services offered to the State. This includes technologies that are open source, custom built,
and proprietary

A separate form must be filled out for each product or service(s) the State will be licensing.
Services/products provided by third parties must be included. If you have any gquestions
please contact your BIT point of contact.

Name of the process Source of process or URL of webpage for | Purpose or function
or software software the source of the of the process or
process or software | software

(If available and
applicable)
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Hosting, Software as a Service and Cloud Contract Clauses

1. DISASTER RECOVERY:

The Consultant will maintain a disaster recovery plan (the “Disaster Recovery Plan”)
with respect to the services provided to the State. For purposes of this Agreement, a
“Disaster” shall mean any unplanned interruption of the operation of or
inaccessibility to the Consultant’s service in which the State, using reasonable
judgment, requires relocation of processing to a recovery location. The State shall
notify the Consultant as soon as possible after the State deems a service outage to
be a Disaster. The Consultant shall move the processing of the State’s services to a
recovery location as expeditiously as possible and shall coordinate the cut-over.

. AUDIT:

When hosting any state data that may be confidential, private, financially
sensitive, or contain personally identifiable information, the Consultant
must agree to: :

Allow State, at the State’s expense, twice annually, a security audit and vulnerability
assessment to provide third party verification of Consultant’s IT security safeguards
for the system and its data and/or that of the company and its policies and
procedures. At its request, the state may review any and all independent audit
reports that document the system’s and company’s policies and/or procedure’s
security posture. This security audit and vulnerability assessment must come from a
third party source agreed to in advance by the state.

The Consultant agrees to work with the state to rectify any serious security issues
revealed by the security audit and vulnerability assessments. This includes
additional security audits and vulnerability assessments that shall be performed after
any remediation efforts to confirm the security issues have been resolved and no
further security issues exist.

FACILITIES INSPECTION:

The Consuitant grants authorized state and/or federal personnel access to inspect
their systems, facilities, work areas, contractual relationships with third parties
involved in supporting any aspects of the hosted system, and the systems which
support/protect the hosted system. This access will be granted on 24 hour notice.
Such personnel will be limited to staff authorized by the state or the federal
government to audit the system, and representatives of the state entity that funds
the hosting. The state accepts that access will be arranged with an escort, and the
Consultant commits that the escort will have the access and authority to provide
physical access to facilities, answer appropriate questions, and provide requested
documentation, including but not limited to executed contract terms, operating
procedures, records of drills and tests, evidence of background checks, security logs,
and any other items required by state or federal audit requirements or as deemed by
the state to be required to demonstrate the Consultant is complying with all contract
terms.

4. REDUNDANT POWER AND COOLING TO ALL HARDWARE:
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The Consultant will provide documentation and, at the discretion of the state, allow
for on-site inspections as needed to demonstrate all facilities supporting the
application have adequate redundant power and cooling capacity to operate
uninterrupted, and without the need to refuel generators, for not less than 24 hours
in the event the local external power fails.

5. UPS BACKUP:

The Consultant will provide documentation and, at the discretion of the state, allow
for on-site inspections as needed to demonstrate that all facilities supporting the
application have adequate UPS power to carry the systems for not less than 10
minutes, and to protect the system from power fluctuations including, but not limited
to, surge, spikes, sags, and instability.

6. RIGHTS AND LICENSE IN AND TO STATE AND END USER DATA:

The parties agree that between them, all rights including all intellectual property
rights in and to State and End User data shall remain the exclusive property of the
State, and that the Consultant has a limited, nonexclusive license to use these data
as provided in this Agreement solely for the purpose of performing its obligations
hereunder. This Agreement does not give a party any rights, implied or otherwise, to
the other’s data, content, or intellectual property, except as expressly stated in the
Agreement.

7. MIGRATION CAPABILITY:

Upon termination or expiration of this Agreement, the Consultant will ensure that all
State and End User Data is transferred to the State or a third party designated by
the State securely, within a reasonable period of time, and without significant
interruption in service. The Consultant will ensure that such migration uses facilities
and methods that are compatible with the relevant systems of the transferee, and to
the extent technologically feasible, that the State will have reasonable access to
State and End User Data during the transition.

The Consultant will notify the State of impending cessation of its business or that of
a tiered provider and any contingency plans in the event of notice of such an event.
This includes immediate transfer of any previously escrowed assets and data and
State access to the Consultant’s facilities to remove or destroy any State-owned
assets and data. The Consultant shall implement its exit plan and take all necessary
actions to ensure a smooth transition of service with minimal disruption to the State.
The Consultant will provide a fully documented service description and perform and
document a gap analysis by examining any differences between its services and
those to be provided by its successor. The Consultant will also provide a full
inventory and configuration of servers, routers, other hardware, and software
involved in service delivery along with supporting documentation, indicating which if
any of these are owned by or dedicated to the State. The Consultant will work closely
with its successor to ensure a successful transition to the new equipment, with
minimal downtime and impact on the State, all such work to be coordinated and
performed in advance of the formal, final transition date.

8. SERVICE LEVEL AGREEMENTS:

The Consultant warrants that all services will be performed in a professional and
workmanlike manner consistent with industry standards reasonably applicable to
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10.

11.

such services. The Consultant further warrants that the services will be operational
at least 99.99% of the service hours in any given month during the term of this
Agreement. In the event of a service outage, the Consultant will:

A. Promptly and at the Consultant’s expense, use commercial best efforts to restore
the services as soon as possible, and

B. The Consultant will provide the State with seven days prior notice of scheduled
downtime in the provision of services for maintenance or upgrades. To the extent
possible, the Consultant will schedule downtime during times of ordinarily low use
by the State. In the event of unscheduled or unforeseen downtime for any
reason, except as otherwise prohibited by law, the Consultant will promptly notify

“the State and respond promptly to the State’s reasonable requests for
information regarding the downtime.

HOST FACILITY PHYSICAL SECURITY:

The Consultant will provide documentation and, at the discretion of the state, allow
for on-site inspections as needed to demonstrate that all facilities supporting the
application have adequate physical security. This includes, at a minimum, centrally
administered electronic locks that control entry and exit from all rooms where the
hosted system resides. Any door security system must either be connected to the
building’s power backup system as defined elsewhere or have internal battery power
sufficient to last 24 hours in normal usage. Security events for the physical access
system must be logged and the logs stored electronically in a secure location in a
non-changeable format and must be searchable. Retention on the logs must be not
less than 7 years. Log entries must be created for at least: successful entry and
exit (indicating whether the access was to enter or exit the room) as well as all
security related events such as, doors left open more than 30 seconds, forced
entries, failed entry attempts, repeat entries without exit, repeat exits without entry,
attempts to access doors for which access was not authorized. The Consultant
agrees to provide, at the state’s request, full access to search the security logs for
any access or security events related to any and all rooms and physical locations
hosting the state’s system.

HOST NETWORK SECURITY:

The Consultant will use industry standard and up-to-date security tools and

technologies such as anti-virus protections and intrusion detection methods in

providing Services under this Agreement as indicated in the Consultant’s proposal.

The State may either conduct or have conducted at least on an annual basis:

A. A vulnerability scan of the Consultant’s systems and facilities that are used in any
way to deliver services under this Agreement; and ‘

B. A formal penetration test of the Consultant’s systems and facilities that are used
in any way to deliver services under this Agreement.

LEGAL REQUESTS FOR DATA:

Except as otherwise expressly prohibited by law, the Consultant will:
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A. Immediately notify the State of any subpoenas, warrants, or other legal orders,
demands or requests received by the Consultant seeking State and/or End User
Data maintained by the Consuitant;

B. Consult with the State regarding its response;

C. Cooperate with the State’s requests in connection with efforts by the State to

"intervene and quash or modify the legal order, demand or request; and

D. Upon the State’s request, provide the State with a copy of both the demand or

request and its proposed or actual response.

12. EDISCOVERY

The Consultant shall contact the State upon receipt of any electronic discovery,
litigation holds, discovery searches, and expert testimonies related to, or which in
any way might reasonably require access to the data of the State. The Consultant
shall not respond to service of process, and other legal requests related to the State
without first notifying the State unless prohibited by law from providing such notice.

13. DATA PRIVACY:

A. The Consultant will use State Data and End User Data only for the purpose of
fulfilling its duties under this Agreement and for the State’s and its End User’s
sole benefit, and will not share such data with, or disclose it to, any third party,
without the prior written consent of the State or as otherwise required by law. By
way of illustration and not of limitation, the Consultant will not use such data for
the Consultant’s own benefit and, in particular, will not engage in “data mining”
of State or End User Data or communications, whether through automated or
human means, except as specifically and expressly required by law or authorized
in writing by the State through a State employee or officer specifically authorized
to grant such use of State data

B. All State and End User Data will be stored on servers located solely within the
continental United States.

C. The Consultant will provide access to State and End User Data only to those
Consultant employees and subcontractors who need to access the data to fulfill
the Consultant’s obligations under this Agreement.

14. DATA EXCHANGE AND ENCRYPTED DATA STORAGE:

All facilities used to store and process State and End User Data will employ
commercial best practices, including appropriate administrative, physical, and
technical safeguards, to secure such data from unauthorized access, disclosure,
alteration, and use. Such measures will be no less protective than those used to
secure the Consultant’'s own data of a similar type, and in no event less than
reasonable in view of the type and nature of the data involved. Without limiting the
foregoing, the Consultant warrants that all State and End User Data will be encrypted
in transmission (including via web interface) at no less than 128-bit level encryption.
Sensitive identifiers, including student identifiers and names, will be encrypted at
rest.

15. DATA RETENTION AND DISPOSAL:
A. The Consultant will use commercially reasonable efforts to retain data in an End

User’s account until the End User deletes them, or for an alternate time period
mutually agreed by the parties.
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B. Using appropriate and reliable storage media, the Consultant will regularly back
up State and End User Data and will either securely destroy or transmit to the
State repository the backup copies at termination of the contract or before. Upon
the State’s request, the Consultant will supply the State with a certificate
indicating the nature of the storage media destroyed, the date destroyed, and the
method of destruction used.

C. The Consultant will immediately place a “hold” on the destruction under its usual
storage media retention policies of storage media that include State and End User
Data, in response to an oral or written request from authorized State personnel
indicating that those records may be relevant to litigation that the State
reasonably anticipates. Oral requests by the State for a hold on storage media
destruction will be reproduced in writing and supplied to the Consultant for its
records as soon as reasonably practicable under the circumstances. The State will
promptly coordinate with the Consultant regarding the preservation and
disposition of storage media. The Consultant shall continue to preserve the
storage media until further notice by the State. The Consultant will provide
documentation and, at the discretion of the State, allow for on-site inspections as
needed to demonstrate that all facilities supporting the methods of disposal of
storage media, are appropriate to and fulfill all of the State’s needs. By way of
example but not of limitation, all hard drives and tapes used to store State data
must, upon destruction be properly disposed of.

16. MULTI-TENANT ARCHITECTURE LOGICALLY/PHYSICALLY SEPARATED TO INSURE
DATA SECURITY:

The Consultant will provide documentation and, at the discretion of the State, allow
for on-site inspections as needed to demonstrate that all facilities supporting the
application have adequate safeguards to assure that needed logical and physical
separation is in place and enforced to insure data security, physical security, and
transport security.

17.ACCESS ATTEMPTS:

All access attempts, whether failed or successful, to any system connected to the
hosted system which can access, read, alter, intercept, or otherwise impact the
hosted system or its data or data integrity shall be logged by the Consultant. For all
systems, the log must include at least: log-in page used, username used, time and
date stamp, incoming IP for each authentication attempt, and the authentication
status, whether successful or not. Logs must be maintained not less than 7 years in
a searchable database in an electronic format that is un-modifiable. At the request
of the state, access must be granted to search those logs as needed to demonstrate
compliance with the terms of this contract, and any and all audit requirements
related to the hosted system.

18.PASSWORD POLICIES:

Password policies for all Consultant employees will be documented annually and
provided to the state to assure adequate password protections are in place. Logs
and administrative settings will be provided to the state on request to demonstrate
such policies are actively enforced.

19.SYSTEM UPGRADES
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Advance notice of 30 days shall be given to the State of any major upgrades or
system changes that the Consultant will be implementing. A major upgrade is a
replacement of hardware, software or firmware with a newer or better version, in
order to bring the system up to date or to improve its characteristics. The State
reserves the right to postpone these changes.

The state recognizes that hardware is occasionally added or replaced to increase
capacity, or replaced when defects are found. These cases are excluded from the
above clause.

20. SEPARATION OF JOB DUTIES

The Consultant shall require commercially reasonable non-disclosure agreements,
and limit staff access to State data to that which is required to perform job duties.

21.PROVISION OF SERVICES

The Consultant shall be responsible for the acquisition and operation of all hardware,
software and network support related to the services being provided.

22.IDENTIFICATION OF BUSINESS PARTNERS

The Consultant shall identify all of its business partners and subcontractors related to
services provided under this contract, who will be involved in any application
development and/or operations.

23.LOCATION OF STATE AND END USER DATA

All State data hosted by the Consultant will be stored in facilities located in the
United States of America. At no time is it acceptable for any State data to be stored
in facilities outside the United States of America. This restriction also applies to
disaster recovery; any disaster recovery plan must provide for data storage entirely
within the United States of America.
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